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In Windows 7, you'll find Sticky Notes, a revamped ver-
sion of the old Notes gadget now built into the operating
system. (Open the Start menu, click All Programs, and
select Accessories to find Sticky Notes.) Sticky Notes lets
you place virtual Post-Its anywhere on your Desktop.
You can also stack notes. Right-clicking a note brings
up a menu that will let you pick from any of six note
colors. There's seemingly no way to change the font or
format a note, but this is less of a concern than the fact
that there's no ""always on top"* option for notes so you
can't bury them out of sight. Still, Sticky Notes can defi-
nitely help with productivity and are less likely to get
swept up by housekeeping than their paper
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AFREEO Tabl e
We have set up a table at our member meetings to share our
ffextrao goodies with other ¢
If you have something to give away, bring it in and put it on the
FREE tabl e. ltés first come
want, help yourself.

Membership Dues and Expiration Dates

Membership dues are $25 a year for a family, $20 a year for an
individual, and $10 a year for a student 21 years of age or un-
der. Your membership is valid for 12 months from the month
you join (or renew your membership). Please pay your dues to
the treasurer before the last day of your anniversary month.
Anyone who is 30 days or more in arrears with membership
dues cannot participate in the door prize drawings.

Corporate memberships are $25 a year for the first two mem-
berships and $10 a year for each additional membership from
the same company.

Our Club cannot exist without you, the members. Remember,
you and your membership dues are important to keep the club
functioning!

BOARD OF DIRECTORS DISCLAIMER
All members of the Plateau PC Users Group are willing to help
another in the area of advice and tutorial instruction over the
phone. If you should require more involved services or instruct

we have a few members who are very knowledgeable in sever. Product Rev. Chair

eas. As aresponsible consumer, it is up to you to discuss, bef
retaining a member, any and ALL charges for repair services a
time consuming tutorial activities.

It is not the desire of this Board of Directors to set fees for indiv
als for services rendered, nor the responsibility to intervene be
members who enter into a contract among themselves

The GAZETTE is published using the following: Microsoft Word,
Microsoft Publisher, and Microsoft Windows 98, The GAZETTE is
the monthly newsletter of the Plateau PC Users Group. Material in
the GAZETTE may be freely used in other user group newsletters if
credit is given the author and the PPCUG GAZETTE. PPCUG
members may place free classified advertising (up to 50 words) in
the GAZETTE (run time maximum of three months).

Commercial ads (local advertisers) may be placed at 50 cents per
line. Graphic ads (camera ready) are as follows: $25 per 1/4 page,
$40 per 1/2 page, $75 per full page.

DISCLAIMER: No warranty, express or implied, is made by
the PPCUG, the Gazette editorial staff or its contributing edi-
tors. This extends to all losses incidental or consequential from
the use or non-use of any information in any issue of the GA-
ZETTE.
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Up Coming Meeting
March 2010 !!!

The next General Meeting of the
PLATEAU PC USERS GROUP
Will be on March 15, 2010 at 3:00 P. M. at
127 S. SENIOR CENTER

The Art Circle
clude the READS and TEL programs which access
Audio books, digital books, and non-fiction books
and newspapers.

Classes

No classes this month

Please send ideas for new classes to Alan Baker
(ambaker@citlink.net )

New Members

No new members

Cool Sites

Here's a cool site for those who have the newer Office
versions and don't know how to use them. Ribbon Hero
makes learning to use Office fun. No, really! It chal-
lenges you to use the available tools. It's
www.officelabs.com but it's for Vista and Windows 7

users only.

News of the Special Interest Groups

The PPCUG sponsors several Special Interest Groups
(S1Gs) tailored to meet the varied needs of our many
members. Each SIG is a small group whose leader
prepares material for presentation and encourages
open discussion and questions. We urge you to attend
the SIGs and hope you will find one or more of inter-
est to you. ldeas for additional groups are welcome,

Li br ar y 0 sasdawvblunteees togoent and leacensw SWk.i ¢ h i

Investment Club

Meets the third Saturday of each month at 10 a.m. at
the 127 S. Senior Center. The leader is Bob Mohar .
Anyone interested should contact Bob at 707-0 4 3 4

Pleasant Hill Group

The Pleasant Hill group meetings will be announced
by the SIG Leader, Dick Riesz. Meetings are held in
the Pleasant Hill Community House on Main Street
across from the Pleasant Hill Post Office. All mem-
bers are welcome and visitors from the Pleasant Hill
area are especially encouraged to come.

Photography Club

The Photography Club, a PPCUG SIG, meets the first
Friday of each month at the Fairfield Glade Commu-
nity Church at 1:00PM. Topics vary each month but
we show and discuss member's photos each

month. One or two ""People's Choice™ photos are
submitted to the Glade Vista each month for publica-
tion. The SIG leader is Jim Mansfield.

PPCUG ISP

We wish to thank the following for providing ISP
connections:

1 Frontier for DSL at the 127 Senior Center and
Fairfield Glade
1 Multipro for dialup at Pleasant Hill

PPCUG Website

Visit our website at www.PPCUGinc.com. The Learn-
ing Center class schedule and Gazette are all
available on our web site.

Send your comments and suggestions to the
Webmaster, Don Lewis
Webmaster@ppcuginc.com (931) 456-5352
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Minutes of the PPCUG General Meeting 1-18-10

Carl Nordeen started the Question and Answer session at 3:05 with questions being answered by Carl with assis-
tance by Alan Baker. Some questions that are very technical were answered by Carl with directions on how to find
more in-depth answers on the Internet. Carl warned members that you couldn’t upgrade from Windows XP to
Windows 7 without a clean install and for those who do not know how to clean install software upgrades, he ad-
vised members to get some help from a technical person. Both Alan and Carl assured members that a media CD
should be obtained for any downloaded software that you want to be sure not to lose and which can be retained if
you purchase a new or newer computer. Especially important is CD media on your operating system-newer com-
puters call for making recovery discs. Survey taken of members owning XP and there were several, most were not
interested in upgrading. Vista came with an email program called Windows Mail. Windows 7 has Windows Live
mail that like G-Mail or Yahoo-Mail is on the Web not your computer. Carl advised that G-Mail and Hotmail ac-
counts have case sensitive passwords and new passwords take 48-72 hours for your account.

Business Meeting of the program was called to order at 4:05 PM by Alan Baker. Attendance was 40 members
and 6 guests. Highlights of the 1-13-10 Board Meeting are as follows: Membership is currently 142, Treasury has
$6,109.89 with expenditures for the month as follows: $75 for 3 months rent for the 127 Senior meeting space and
$100 Donation to FFG Community Church for the annual use of their meeting room. Upcoming programs are:
AARP Coordinator Bob Willis will present Tax Law Changes in February and March is the Art Circle Library’s
Online services which include the READS and TEL programs which access Audio books, digital books, and non-
fiction books and newspapers. An amendment to the Bylaws that was initially proposed by the board has been re-
scinded.

Program summary: Alan Baker presented a TV on your PC program and spoke about What is it? Why do it? How
to do it plus covering live TV with a PC Tuner (internal or USB external device, using a Sling Box that sends TV to
the internet which is then recorded by your video recording device or logging on to a website that was listed on a
handout before the program. The handout is also available on the club’s website, go to

www.ppcuginc.com and access short clips and full movies plus prerecorded TV episodes via the websites listed in
the handout. Warning: there are adult content links on the Ovguide home page. Some websites require video play-
back software such as Adobe Flash, Quicktime or various Active X controls. There is also a PC World article nota-
tion on where to learn more.

Door Prize: A 2 GB Flash Drive was won by Bob Willis.
Meeting was adjourned at 5 PM.
Respectfully submitted by: Joan Carroll, PPCUG Secretary

Bonus Tip
Stickier Notes

In Windows 7, you'll find Sticky Notes, a revamped version of the old Notes gadget now built into the operating
system. (Open the Start menu, click All Programs, and select Accessories to find Sticky Notes.) Sticky Notes lets
you place virtual Post-Its anywhere on your Desktop. You can also stack notes. Right-clicking a note brings up a
menu that will let you pick from any of six note colors. There's seemingly no way to change the font or format a
note, but this is less of a concern than the fact that there's no "always on top" option for notes so you can't bury
them out of sight. Still, Sticky Notes can definitely help with productivity and are less likely to get swept up by
housekeeping than their paper
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E-Mail Client Software
By Alan Baker, PPCUG Member

Most of us used Outlook Express as our e-mail client software. Then, along came Windows Vista and
Outlook Express was gone and replaced with Windows Mail. Now we have Windows 7 that does not
have any e-mail client software at all. So, what do we do??

Fortunately, there are many e-mail client software packages that are available and many of those are
free.

For an excellent and detailed overview of email client software, check this site:
http://en.wikipedia.org/wiki/Comparison of e-mail clients

There is a lot of information on that webpage, so | will try to select some packages to recommend.
In no particular order, the e-mail clients that appealed to me are:
Mozilla Thunderbird (http://www.mozillamessaging.com/en-US/ )

Alpine (http://www.washington.edu/alpine/ )
Eudora (http://www.eudora.com/ )

Windows Live Mail: (http://download.live.com/wlmail

The first three have been around for some time. Eudora is being replaced soon by a Mozilla-based cli-
ent that i s c¢ode Howeverdht free Peesioreof Eugora ds still available for

download. Alpine, developed by the University of Washington, is probably the most technical of the
three. Thunderbird has a very large user base and continues to be a good option.

I n Windows 7, Mi crosoft wants you to use fAWindo
of the Windows Live initiative. You can download and install that software through something called
AWi ndows Li ve Es s e nThisdiénscan be usedWithryaloexisting TSP email account,
just like Outlook Express. To learn more about Windows Live Mail vs Outlook Express, check this web-
site: http://windows.microsoft.com/en-US/windows-vista/So-long-Outlook-Express-Introducing-Windows-
Live-Mail . Windows Live Mail is a traditional e-mail client whereas Windows Live HotMail is a web-
basede-mai | setup, so dondét be confused |i ke IWiwas
dows Live Mail can be run by Windows XP, too.

So, what to use? For most of our members who are running Windows 7, | think that | would recommend
Windows Live Mail. For those who want an alternative, | think that Thunderbird is my top choice, with
Alpine being for the more adventurous member. If none of these are appealing, | would check out Pene-
lope that is now available in beta release.

Here are some links to learn more:
http://www.spamlaws.com/email-client-software.html

http://email.about.com/od/windowsemailclients/tp/free email prog.htm

W S

Gazette — February 2010 www.PPCUGinc.com Page 5


http://en.wikipedia.org/wiki/Comparison_of_e-mail_clients
http://www.mozillamessaging.com/en-US/
http://www.washington.edu/alpine/
http://www.eudora.com/
http://download.live.com/wlmail
http://windows.microsoft.com/en-US/windows-vista/So-long-Outlook-Express-Introducing-Windows-Live-Mail
http://windows.microsoft.com/en-US/windows-vista/So-long-Outlook-Express-Introducing-Windows-Live-Mail
http://www.spamlaws.com/email-client-software.html
http://email.about.com/od/windowsemailclients/tp/free_email_prog.htm

GenealogyOnlineiUsi ng the internetds Tool s

Written by Terri Neary, a member of the ICON PCUG, Inc., New York
The ICON Graphic, Newsletter of the ICON PCUG, August 2009
www.iconpcug.org editor(at)iconpcug.org

This article has been obtained from APCUG with the author’s permission for publication by APCUG member
groups; all other uses require the permission of the author (see e-mail address above).

Everyone has their own ideas about how computers and the internet can help them the most. For me, it is my gene-
alogy project. I am trying to find out who my family were, what they did, where they lived, and even how they
lived. I would like to confirm or disprove several family stories and be able to give the generations after me a sense
of where they came from. Trying to do this without a computer and the internet would be the equivalent of using a
horse and buggy in the 21st century. But searching for your family history can be an expensive project. There are
many ways to cut down the cost.

Now one of the easiest websites to search is www.Ancestry.com. However, this can be a pricy option unless you
know of a library with a subscription to it. Personally I travel to the Bethpage Library to use theirs. The databases
available on this site range from the basic Social Security Death Index, which gives you the option of writing to the
appropriate department to get a photocopy of the original application, to the Federal Censuses, to Passenger Lists
coming from multiple locations to multiple ports in the United States and over a thousand different databases in the
United States alone.  Each of these databases can give you information regarding your immediate line of family
members as well as their siblings. Every little tidbit can help you to find out more and help to confirm or deny fam-
ily stories. By searching their World War I Draft Registration Cards, I discovered that my grandfather, who died
before I got to know him, was born in Hungary on the 24th of January in 1896. In addition, I learned that he was
considered ineligible for the draft, not because he was an alien residing in NJ, but because he was missing the first
joint of his third finger on his right hand. This small piece of information appears to help back up the stories I have
heard of him losing this finger while a butcher at his brother‘s shop, though it does not confirm it.

Another site that can be expensive to use is www.heritagequestonline.com. However many libraries are paying for
access to this site so it can be easily employed if you can locate which library near you that has access. Farmingdale
allows you to log on from your home computer so it makes it even easier to use. Through this site you can search
though the censuses, the Periodical Source Index for genealogical publications and many thousands of books for
information on your missing relatives.

One of my favorite sites is one that actually connects you to multiple sites, some free and others not. It is run by
Stephen P. Morse in San Francisco. His site, www.stevemorse.org, is designed for ease of use. The home page lists
multiple databases including records from Ellis Island, Castle Garden in NY, Passenger records from New Orleans,
Philadelphia, and San Francisco, as well as census records from the US, Canada, and Britain, in addition to Vital
records and other assorted information that make it easier to locate that elusive relative. Steve Morse has designed
his own search engines for each of the sites he lists that are easier to use than the search engines on the actual sites.
Using his Ellis Island search engine, I was able to find an aunt that came to the US in November of 1922. T had
been unable to find my grandfather coming into the country, even though I was sure he was born in Europe, but
with the information from the passenger lists, I determined that his first name must have been altered. When using
most of the Morse site‘s search engines, you can limit the information you give them to search; for example you
can put an “E” in for all spellings of what we spell as Elizabeth. My aunt‘s name was listed as Erszebet and it indi-
cated she was going to live with her brother Malzas — a bad spelling of Mathias. With this information I will be
able to track down additional information on his entry into the country. (Continued on page 7)
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Another site that is very good for searching vital records is run by the Church of Latter Day Saints,
www.familysearch.org. They are updating their site to include records from Ohio court records to Florida state enu-
merations. [ actually find that I have the most luck using the computers available at a Family History Center, such
as the one in Plainview. Using their records, you can obtain copies of actual birth certificates for relatives without
having to pay the high fees that the actual source would charge you. They will charge you for copies, but it is usu-
ally much less than you would pay otherwise. In addition, there are members who will actually help you to
determine where the records are held. The one thing I will mention is that the members will not try to convert you
to their religion. They are only there to help you with your research.

A site that is maintained locally with many records is www.italiangen.org. They include databases for naturaliza-
tions and vital records for New York City as well as Nassau and Suffolk counties. These records are constantly be-
ing updated and are not limited to only those of Italian descent. They include on their site a form for obtaining ac-
tual copies of the records from the NYC Archives. I have found a great grandparent‘s death certificate number on
this site and by using the Family History center obtained a copy of the actual certificate. It lists the cause of death
as influenza on June 2, 1918 which appears to confirm another story that he had died in the flu epidemic of 1917
(which actually lasted several years).

Then as much as people think that going to cemeteries is for visiting immediate relatives graves, there is a great
deal of information available if you can locate where your ancestors are buried. One of the easiest sites for this is
www.findagrave.com. You can search this list by surnames, birth and/or death dates as well as location of the
cemetery. You can also browse cemeteries for people who might be relatives of yours. If you find one relative, it
can be advantageous to actually visit the grave. Headstones often list multiple people, some of whom you may not
recognize, and frequently families purchase graves near to each other. You might find an aunt or uncle just by look-
ing at the next headstone. It used to be the custom that you would take rubbings (with charcoal) in order to keep the
record of what the headstone indicates, but with digital cameras you can get better images of the headstone of inter-
est as well as those neighboring yours for much less work. If you don‘t find your family on Find a grave you should
try www.interment.net. Even though this site has fewer records than the other, it has multiple special collections
you can search covering flooded cemeteries, California mission graveyards and Veteran‘s cemeteries.

Finally a site that most of us use on a daily basis, www.google.com, is a haven for a large amount of information. I
recently began using this site to search out information about my relatives. While I have not yet been successful,
the NEWS section of Google links you to articles in multiple newspapers around the world. By entering a name
you can find articles from the very current to archives pre-dating 1910. The articles come from major newspapers
as well as some smaller ones and can give you an idea of what was occurring at the time of your ancestor‘s life.
Comparing what you find or know about your family with what was going on in the world at the time can give you
a real sense of what their lives were like. Google News can help you to locate information about the “black” sheep
of your family by possibly showing you the newspaper articles indicating what helped to make them the “black”
sheep.

By researching your family, you can find out your history. You may be able to solve some family mysteries and
prove your family stories. You can locate information about the possible murderer or embezzler as well as the great
aunts and uncles who died in World War 1. Since life is changing so quickly in this era of computers it helps us
keep some things in perspective as you realize your great-grandfather came into the country with only $10.00 in his
pocket and no job waiting for him. Or that the census record indicates that the apartment your parents were born in
had a rent of $24.00 per month. Not all the information you want is available online but the search for what is,
makes it fun.
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Power to the Pixels!

Written by Dave Christenson, The digital photo guru and member of the Fox Valley PC Association, Illinois
www.fvpca.org
deanholste (at) sbcglobal.net

This article has been obtained from APCUG with the author’s permission for publication by APCUG member
groups; all other uses require the permission of the author (see e-mail address above).

I suspect that everyone reading this has at least one digital camera. What criteria did you use when buying it? Size,
features, cuteness, need, impulse? Some or all of these? Maybe. But I’ll bet that two you definitely considered are
price and pixel count. All other things being equal, low price and high mega-pixel count is good! Right? Not al-
ways. ['ll certainly go along with the low price bit, but let’s think about the pixels a bit.

Why do we want more pixels? Obviously, because the picture, or image, is made out of pixels, the more pixels we
have the more detail the image can contain and the greater we can enlarge it, or more cropping we can do. If we go
beyond the capabilities of the count, we get what’s called pixilation, or, more informally, stair-stepping, where a
diagonal line zig-zags. Also called, for obvious reason, “the jaggies.” So, why don't we necessarily want the most
pixels possible for the price?

Well, everything in this world is a compromise, including us. We all make unnecessary noise, so do pixels. When
light from the lens hits a pixel it puts out an electronic signal, proportional to the amount of light striking it. But,
there is also a residual signal in a pixel, that is, a signal that it puts out whether or not light is hitting it. This is
called noise. This is on top of the wanted signal, and the lower the brightness of the image, the greater the noise
appears. Thus, it shows up more in photos taken in dim light. But it’s always there, and in all cameras. It appears
more obvious in areas of smoothness, such as sky, or human skin, and causes the image to look somewhat rough or
granulated. (To those who are used to film, it’s more or less the equivalent of grain.) Altogether, noise is something
really undesirable.

What’s the easiest way to reduce the amount of noise in a pixel? Easy, make it bigger! Now, do you see the con-
flict? If we make the pixels bigger to reduce noise, then we have to have fewer of them on a given size sensor. Or,
we can have bigger sensors. This method definitely works, but at a price. A bigger sensor means a bigger camera,
and a higher price. Large sensors are expensive, huge sensors ridiculously so. (A giant sensor or a new car, your
choice!) There is software in cameras designed to analyze the noise and reduce it. It works, but it has limitations
distinguishing between noise and signal. Software packages can be purchased at varying price levels to reduce
noise, they help but don’t cure the noise problem, if you want to get into that.

You would think that camera manufacturers, being aware of the problem, would design their cameras to have a rea-
sonable compromise between sensor size and number of pixels. The designers could, but specifications are given
by the marketing group, who are well aware that “Pixels sell!” So, what should you do?

Well, consider how you are going to use your photos. Are you going to print 16” x 20” photos on high resolution
glossy paper? Are you going to crop out an itsy-bitsy portion of the center of the picture and enlarge it? If so, I’'m
afraid you will have to bite the bullet and get a larger sensor camera. But if you are taking photos of birthday par-
ties, vacations, and get-togethers, and want to print them as 4x5°’s or e-mail them, then I wouldn't be too concerned
about pixel counts. Maybe cuteness is more important.
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Windows 7 is Here! Part |

Written by Robert Nisbet, a member of the Asbury Computer Club, MD
www.amvresidents.org/computerclub
halmarilyn (at) hotmail.com

This article has been obtained from APCUG with the author’s permission for publication by APCUG member
groups; all other uses require the permission of the author (see e-mail address above).

This first article will answer several basic questions about Windows 7. Future articles will cover aspects of the op-
erating system of interest to most users.

Q: What is Windows 7?

A: Windows 7 is the next generation of operating system for PCs from Microsoft. It will replace Windows Vista —
and Windows XP as it is phased out.

Q: Is Windows 7 the official name?

A: Yes. Microsoft considers this version the seventh version of Windows and has dropped the “fancy” (i.e. XP,
Vista) names for now.

Q: Is Windows 7 a major change from Windows Vista?

A: Not relative to what you see, though there are some nice new user features which are addressed in future install-
ments. Many improvements are “under the hood.” Some pundits have characterized Windows 7 as “Windows
Vista the way it should have been.”

Q: T'have a Windows Vista computer. Can I upgrade to Windows 7?

A: Yes. The upgrade will be easy and preserve all your files and settings. All your hardware that works with Win-
dows Vista will work with Windows 7.

Q: I'have a Windows XP computer. Can I upgrade to Windows 7.
A: Possibly, but... This is not so easy. You first have to make sure your computer will run Windows 7. Then, you
have to decide if it is worth it. You will have to save all your data files and then reformat your hard drive and start

all over with the Windows 7 installation.

The next installment will cover how to get Windows 7 and the upgrade process for various users in more detail.

Gazette — February 2010 www.PPCUGinc.com Page 9



http://www.amvresidents.org/computerclub

Windows 7 is Here! Part 11

Written by Robert Nisbet, a member of the Asbury Computer Club, MD
www.amvresidents.org/computerclub
halmarilyn (at) hotmail.com

This article has been obtained from APCUG with the author’s permission for publication by APCUG member
groups; all other uses require the permission of the author (see e-mail address above).

Getting Windows 7

There will be both upgrade and full editions of Windows 7. The version that will be available for U.S. use is Win-
dows 7 Home Premium. There will be no “Basic” version of Windows 7 as there was for Vista. The upgrade ver-
sion will cost about $120 and the full version will cost about $200. Most people will be obtaining the upgrade ver-
sion, if bought in a store. If you buy a new computer between now and October 22, you receive a voucher from the
manufacturer for a free upgrade to Windows 7 when it is available. You will have to install the upgrade yourself or
obtain assistance. If you buy a new computer after October 22, your new computer will come with Windows 7
Home Premium already installed. It pays to wait if you can.

Upgrading from Windows Vista

If you are a Windows Vista user now and are contemplating upgrading to Windows 7 (I do recommend it), you
should download and run the Microsoft Windows 7 Upgrade Advisor (Beta) utility. It will tell you if your computer
hardware meets the minimum requirements for running Windows 7 and will identify anything that needs to be un-
installed or upgraded before the upgrade. It is available for download at Web address: tinyurl.com/mnmj8u. The
Advisor is simple to use and will give you a printed report. Be aware you must have a DVD drive on your com-
puter and not just a CD drive to install the upgrade. Windows 7 only comes on DVD discs.

Upgrading from Windows XP

If you are a Window XP user, you must now have a “high-end” computer to meet the minimum hardware require-
ments for Windows 7. If you bought an “inexpensive” XP computer originally, forget about upgrading. If you do
upgrade you will have to do a “clean” installation where all your existing files are erased before installation. You
will need to back-up all your data files prior to starting and reinstall all your applications afterward. All your pe-
ripherals (printer, scanner, etc.) will require new “driver” software, if they are not too old. The windows 7 disc
comes with many drivers on it. Usually, a new computer is by far the best route for XP users.

Will I have trouble learning to use Windows 7?

If you are a Vista user now, you should catch on to Windows 7 easily. They look very similar. There are some new
features, which I will start covering in the next article. If you are a Windows XP user and buy a new Windows 7
computer, you will notice some differences on the Start menu and when you view and work in folder windows.
However, Windows is still Windows and most things work essentially the same.

N
LJ

Windows 7
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Stealth Spyware: The New Spyware Threat

Written by Kristofer Simon, a member of the Fox Valley PC Association, Illinois
Fox Tales, Volume 22, Issue 6, June 2009

www.fvpca.org

krisdream (at) earthlink.net

This article has been obtained from APCUG with the author’s permission for publication by APCUG member
groups; all other uses require the permission of the author (see e-mail address above).

For most of us, the word spyware is not an unfamiliar term anymore. It can mean cookies that track your move-
ments on web pages or other little programs that put garbage applications on your machine. While spyware inten-
tions have not changed much over the past few years, their infection practices appear to be doing so. The newest
kind of spyware, which I personally came in contact with a few months ago, should be referred to as “stealth” spy-
ware. What [ mean by that is that this spyware installs on your machine without you even knowing about it. You do
not become aware of the spyware infection on your machine generally until the next time you reboot and the spy-
ware program activates. In this short article, I will describe my experience with a piece of this spyware and what I
had to do to get rid of it so that, hopefully, none of you have the same experience that I did.

The piece of spyware that infected my machine was called “XP Police Antivirus.” I became infected, I believe, af-
ter visiting a third party website that provided updated information and screen shots for Nintendo Wii games that
were about to hit the market and that were in development. As I said earlier, this program was a piece of “stealth”
spyware and installed on my machine without my knowledge. It did not slow down the performance of my machine
at all (at least not that I was able to notice), nor did any installation screens pop up during the install. The next time
I booted up my machine, an icon appeared on the lower right hand part of my screen that looked like the XP Secu-
rity Center shield. When I put my cursor over it to see what it was, it said “XP Police Antivirus.” For just a split
second, I wondered if maybe Microsoft had tried to install a new version of an antivirus program they created on
my machine, but I quickly realized that this was a piece of spyware that had infected my machine without my
knowledge.

The program tried to fool me into thinking that anonymous users from the Internet (it would put public IP addresses
in the warning dialog boxes) were attempting to access my computer maliciously and it recommended that I install
the full program to prevent these attacks. I wasn’t going to do this because I had the full and up-to-date version of
McAfee Security Center so [ knew this was bogus. When I tried to remove the program through the Add/Remove
Programs option in the Control Panel, I was able to wipe out the program temporarily but the next time I rebooted
my machine, the application icon was in my system tray again and I was getting the same bogus dialog boxes about
people trying to access my computer. This spyware also put another program on my machine called Security Center
2009 that also was made to look as realistic as possible.

Finally, I went on my Motorola Q Smart Phone and searched on the XP Police Antivirus program. Immediately, I
got a link to a page that told me that this was a piece of stealth spyware and told me how to get rid of it. I actually
had to go into the computer’s registry (kind of like the computer’s brain) and delete the entry that the spyware had
made there, as well as delete a number of files the program had put on my machine. Once I did that, the spyware
programs (both XP Police Antivirus and Security Center 2009) were finally gone but I still had one more hurdle to
overcome from this program. The spyware also installed a software program known as a “browser hijacker.”

For those of you who don’t know what this is, let me explain. Let’s say you launch a web browser and you want to
go to www.cnn.com to see the latest news. You type www.cnn.com into the address bar of your browser and either
(Continued on pag&?2)
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hit “go” or hit “return”. The browser initially begins to go to that page, but suddenly the browser gets “redirected”
to another page. This happens every time you try to access a web page. These programs are EXTREMELY hard to
get rid of but I was able to get rid of the one on my machine using a third party program that found the program and
removed it.

While this may sound like a dire situation, the most important thing you can do as an end user in these situations is
to remain calm and scrutinize every program that you see on your machine, that you haven’t specifically
downloaded (ex. a game, a patch from Microsoft, etc.). If you do get infected by stealth spyware and can’t seem to
get rid of it, go to a non-infected PC or web enabled cell phone and do a search on the program’s name. You will
almost always get a link telling you how to get rid of the program. Also, never send personal information over the
Internet to any site that you cannot confirm is a legitimate site that you use (ex. Amazon.com, Paypal, etc.). Using
these steps you can help eliminate most of the problems caused by spyware, but you should always remain vigilant.
You can get infected with a stealth spyware program from just about any website, so be careful out there!

Computer Tips for Seniors

by Pamela Tabak
Published by Computer Tutor Inc. 2009
Cmi Cover Design by Linda Gonse

Tips for SENIORS
eas S

Pages: 204
USA: $24.95 plus shipping
| www.computertutorinc.net/order.htm

Reviewed by Gregory West, PC and Mac Instructor & Tech Columnist, Sarnia, Ontario, Canada;
member of C.O.M.P. (Computer Operators of Marysville and Port Huron), MI
http://www.bwcomp.org/

prospector16 (at) gmail.com

This article has been obtained from APCUG with the author’s permission for publication by APCUG member
groups; all other uses require the permission of the author (see e-mail address above).

All too often we find ourselves sinking in the mystery sea called Windows. We know what we would like to do but
just can’t figure out the “how”. The further we click through our computers the worse our adventure becomes. We
end up at a DEAD END, completely frustrated to the point of never wanting to turn the computer on again.

Several years ago Pamela Tabak, better known as “The Computer Tutor” started helping seniors with their com-
puter issues. Pamela began offering a free 24/7 help desk. She would have people email her their computer problem
and guaranteed to return an answer within 24 hours at no charge. Of course this took off quickly and became a huge
success.

Born from this concept of an email help desk, Pamela developed a book comprising some of the most popular, nag-
ging, questions that were asked. In Pamela’s words she explains the book’s conviction as “easy answers to fre-
quently asked questions.” This book comes with easy to read and view colored graphics depicting each step in the
solutions process. There are three main sections: Knowledge Base, How To, and of course Answers to Frequently
Asked Questions.

The “Knowledge Base” section deals with topics such as ergonomics, the health of both you and your computer.

(Continued on page 13)
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There is an interesting section on whether to “Recycle or Reuse Your Old Computer;” a section we all should read
up on. The book does an excellent job of covering most other areas of computing topics including computer main-
tenance, Internet security, Flash Drives, Web Browsers, eBay and Emailing.

As I went through this book finding things I already knew, I found myself wondering what type of answer would
go with the question, and then finding out various things I had either forgotten or didn’t know existed. Going the
extra mile, as Pamela does in this book, she has included several little “Tip” bits where you find yourself gathering
even more quick and helpful information.

Whether you are a senior who is just starting out in the world of computing, or you have been around the block a
few times with your hard drive; this book is a great read and a good reference book to keep nearby the desktop.

What are RSS Feeds?

By Constance Brown, President, Canton Alliance Massillon Users Group, OH
The Memory Map, September 2009

http://camug.apcug.org

constance (at) mystepco.com

This article has been obtained from APCUG with the author’s permission for publication by APCUG member
groups; all other uses require the permission of the author (see e-mail address above).

What are RSS Feeds? According to the Wikipedia, “RSS (most commonly translated as ‘Really Simple Syndica-
tion’ but sometimes ‘Rich Site Summary’) is a family of web feed formats used to publish frequently updated
works such as blog entries, news headlines, audio, and video in a standardized format.”

Let’s see whether we can translate that into everyday language. Most of us have favorite sites or blogs we visit
regularly - perhaps news, genealogy, weather, or other types of sites that are updated regularly. Instead of having to
click on bookmarks to navigate between sites, or typing the URL of each site, it is much faster to have one location
that posts links to the latest updated information. That is done by subscribing to an RSS Reader. Both Yahoo &
Google offer readers, and there are other choices as well.

I subscribed to the Google Reader by visiting www.google.com/reader. Because I already had a Gmail account, I
was able to login immediately and add subscriptions. That is done in one of two ways: clicking on an icon or copy-
ing code by clicking on the URL of the feed and pasting it in Add Subscription on your Google Reader home page.

Let’s walk through two examples. We’ll start by clicking on Add Subscription. A search bar opens that allows us to
search for an RSS Feed. I will type The Repository and click Add. Links pop up on the right side of the screen, one
of them titled The Repository. Next I will click the + sign by Subscribe. I am then given the option of adding the
link to a folder. I want to create a new folder titled News, so I will click Add to a Folder and select New Folder. A
screen pops up that allows me to name the folder. Super simple!

Let’s look at a different example. In this case we want to add a link to The Christian Law Association at http://
www.christianlaw.org/cla/. While browsing their web site, we find an orange broadcast symbol that stands for link
to an RSS Feed. When we click on it, a page of code pops up! No need to panic! We will click on the URL and
copy it (I use Ctl + C), open the Google Reader, click on Add Subscription, paste the URL in the search box, and
click Add.

(Continued on pag&4)
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Some sites let us add a subscription by simply checking an icon that says Google Reader. We click the link and a
window pops up that allows us to login to our account and add the link.

In the future it is simple to go to www.google.com/reader, login, and view updates. We can indicate that we want
all messages older than one day to be marked as Read. Now only today’s unread links are bold. We can organize
links into folders. Yes, we can unsubscribe and we can add new subscriptions, change the folders in which they are
stored, view the links as lists, share, search within links, and more.

Why not try it using this technology. You will get the latest information in one easily accessible place, thus maxi-
mizing precious time.

Why security precautions are necessary

By Bob de Violini. a member of the Channel Islands PCUG, California
WWW.cipcug.org
rjddev (at) gmail.com

This article has been obtained from APCUG with the author’s permission for publication by APCUG member
groups; all other uses require the permission of the author (see e-mail address above).

First off for the holidays, there’s a story that illustrates just why you should always enable encryption on your wire-
less router (for those who use one) AND why you should be leery of any public computer for Web sites you need a
password to access. A college student in Kentucky has been charged with identity theft, among other crimes, for
planting malware on computers in his school’s library. The malware was a keystroke logger that captured user-
names and passwords for any pages fellow students logged into. He then used this information to access their e-
mail accounts and send out e-mails attempting to extort these same fellow students. He also used an unsecured
wireless router to access these accounts, making it look as if someone else were actually sending the e-mails. The
attempted extortion took the form of a threat to divulge personal information the thief had stolen from the compro-
mised e-mail accounts. That leads me to our next item, WPA encryption.

As of the beginning of November, a pair of computer security researchers in Europe disclosed a technique they’d
developed to partially hack WPA encryption used by a great number of wireless routers today. Before anyone
thinks the sky is falling, rest assured it isn’t. Their hack involves only the traffic being sent from the router to a
computer and only a small number of data packets can be cracked before the router resets its encryption. However,
it is enough to be able to send just enough rogue data to a computer to compromise it with any number of known
vulnerabilities. Specifically, it involves the TKIP protocol that WPA and WPA?2 are allowed to use. The specifics
of just how this trick is accomplished have been made available to hackers in many areas of the Internet, so it’s just
a matter of time before it begins spreading. TKIP and AES encryption are selectable by the user in many wireless
router configurations, and some have WPA with TKIP selected by default. I strongly recommend you check your
wireless router’s encryption configuration, and if it’s set to use WPA with TKIP, you switch to WPA2 with AES if
at all possible. This is especially important if you use a wireless router to run a network for a business. I have my
Linksys wireless router set to use WPA2 with AES encryption. AES is significantly harder to crack than the older
TKIP protocol. One final note on this, however. For AES encryption to work, both the router and the network
adapter in the computer must be able to use it. Some older hardware may not support AES encryption, so an up-
grade may be needed. If you’d like some more information, please drop me a line at the email address at the top of
this article, and I’ll gladly send you a link or two.

(Continued on pag&5)
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Scare of the month department

Even though Halloween has already passed, we have the Scare of the Month Department chiming in with some
news. There is a new phishing e-mail making the rounds disguised as a warning from the U.S. Federal Reserve.
The message bears the usual dire warning of a scam and contains links for readers to follow to get more informa-
tion. However, there are a few clues that give the message away as a hoax, the biggest one being poor grammar.
The links in the e-mail lead unsuspecting readers to a fake site that will redirect them to a search page for porn,
which will download a PDF file with malware to their computer. The malware comes in various forms, including
one that attempts to make your computer a member of a botnet. A brief notice can be had here, courtesy of US-
CERT: http://tinyurl.com/661zv9. The link does go to the US-CERT site; I just used TinyURL to shorten the URL’s
length.

Patches Galore Department

As I mentioned above, there have been some exploits on the loose for a bit for Adobe Acrobat, and the full program
and the reader have been updated as a result. The latest versions are 8.1.3 and 9.0. Adobe has also updated its Flash
player, standard fare in most browser installations, to version 10.0.12.36 to patch publicly reported vulnerabilities
last month as well. Not to be outdone, Mozilla has also issued a patch for its Firefox browser and Thunderbird e-
mail client. These patches address several bugs that have been brought to light in the past month to month and a
half. The latest iterations of Firefox are 2.0.0.18 and 3.0.0.4. The latest version of Thunderbird is 2.0.0.18. I have
read reports of some problems with version 3.0.0.4 and 2.0.0.18 of Firefox, with most of the reports being about
version 3.0.0.4. The solution for those having problems after upgrading to 3.0.0.4 has been to go back to 3.0.0.3. I
have updated my version to 2.0.0.18 and have had no problems. Some patches take longer than others to develop
and test, however. One of the patches issued by Microsoft on November’s Patch Tuesday took them seven years to
develop and test. The bug it patched was first reported by a security researcher in March 2001. Microsoft claims
that it tried patching it when it was first reported but wound up killing off most networking applications with the
patches when they underwent testing. However, they didn’t give up and finally found a way to patch the vulnerabil-
ity earlier this year.

While we’re speaking of Microsoft, it has announced plans to abandon its One Care concept of computer protection
service and develop free anti malware applications for release in 2009. The new concept is code named “Morro.”
As usual, folks are coming down on both sides of pro and con when it comes to this development. Microsoft hasn’t
given a firm release date for the new software, but has said that One Care will come to an end on June 30. Well,
that’s all for now. Here’s wishing everyone a joyous Holiday season and a Happy New Year! Always practice safe
computing by keeping your applications and your anti-malware applications fully up to date. Make sure to run your
anti-malware scanner(s) once a week, even if they don’t flag anything in between scans.
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March 2010

Sun Mon Tue Wed Thu Fri Sat
1 2 3 4 5 1pm 6
Photography
Club Mtg
7 8 9 10 2 pm 11 12 13
Board Mtg
14 15 3pm ) 16 17 18 19 20 10am
Q & A Session Investment SIG
Followed by
General Mtg
21 22 23 24 25 26 27
28 29 30 31

PLATEAU PC USERS GROUP, INC.
APPLICATION FOR MEMBERSHIP

Return this application, with check for annual dues ($25 family, $20 individual, $10 student membership) paya
"PLATEAU PC USERS GROUP." Return to the club Treasurer during our meeting or mail to PPCUG Treasure
Box 3787, Crossvillsy, 38557.

Date
Last Name First Name Family Members (if family membership)
Address: City State Zip Code Phone Number

E-Mail address

| have used PCs since (year): | have belonged to a Computer Club before. YesNo

I have knowledge in the following areas and would be willing to share my knowledge with club members:

I would like to learn more about the following areas:




