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Tip of the Month 
 

Protect Innocent Passwords 

  

Ideally, never use the same password for multiple 

sites. If you can remember each login ID and pass-

word, you'll have a hack-proof vault of pass codes 

stored between your ears. However, if you need a 

reminder or fear that you'll forget an irretrievable 

password, write down hints (not the passwords 

themselves) on a piece of paper and store it in your 

wallet. Or, you can preserve them with a password 

protection application, allowing you to create and 

maintain a database of diverse, strong pass codes. 
  

"Reprinted with permission from Smart Computing. Visit 

www.SmartComputing.com Groups to learn what Smart Comput-

ing can do for you and your user group!" 

THIS MONTHôS MEETINGS 

 

May 7 at 1 p.m. 

At FFG Community Church 

Photography Club 
 

May 15 at 10 a.m. 

At 127 S. Senior Center 

Investment SIG  
 

May 17 at 6 p.m. 

At 127 S. Senior Center 

General Meeting 

 

Please note that the time of this monthôs general meet-

ing is on the summer  schedule. Meetings begin 

 at 6 p.m. 
 

¶ Ask the Experts Q&A 

¶ Short Business Meeting & Program 

 

Program  
  

 "Digital Photography--SLRôs-Do You Need 

One; What Are the Alternatives?ò 

 
The pace of change in digital photography today is 

truly astounding. At the same time, the uses people 

make of the photos they are taking are evolving just 

as fast if not faster. 

 

Dave Philippe, a member of the Photography Club, a 

SIG of PPCCUG, will give an overview of Digital SLR 

capabilities versus some consumer oriented cameras. 

He will briefly identify SLR capabilities and advan-

tages not offered by lesser cameras, with the aim of 

answering the question-- who really needs an SLR? 
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ñFREEò Table 

We have set up a table at our member meetings to share our 

ñextraò goodies with other club members. 

If you have something to give away, bring it in and put it on the 

FREE table.  Itôs first come, first served.  If you see something you 

want, help yourself. 

 

Membership Dues and Expiration Dates 

 

Membership dues are $25 a year for a family, $20 a year for an 

individual, and $10 a year for a student 21 years of age or un-

der. Your membership is valid for 12 months from the month 

you join (or renew your membership).  Please pay your dues to 

the treasurer before the last day of your anniversary month. 

Anyone who is 30 days or more in arrears with membership 

dues cannot participate in the door prize drawings. 

 

Corporate memberships are $25 a year for the first two mem-

berships and $10 a year for each additional membership from 

the same company. 

 

Our Club cannot exist without you, the members.  Remember, 

you and  your membership dues are important to keep the club 

functioning! 

 

BOARD OF DIRECTORS DISCLAIMER 

All members of the Plateau PC Users Group are willing to help one 

another in the area of advice and tutorial instruction over the 

phone.  If you should require more involved services or instruction, 

we have a few members who are very knowledgeable in several ar-

eas.  As a responsible consumer, it is up to you to discuss, before 

retaining a member, any and ALL charges for repair services and 

time consuming tutorial activities. 

 

It is not the desire of this Board of Directors to set fees for individu-

als for services rendered, nor the responsibility to intervene between 

members who enter into a contract among themselves 

 

The GAZETTE is published using the following:  Microsoft Word, 

Microsoft Publisher, and Microsoft Windows 98,  The GAZETTE is 

the monthly newsletter of the Plateau PC Users Group.  Material in 

the GAZETTE may be freely used in other user group newsletters if 

credit is given the author and the PPCUG GAZETTE.  PPCUG 

members may place free classified advertising (up to 50 words) in 

the GAZETTE (run time maximum of three months).   

Commercial ads (local advertisers) may be placed at 50 cents per 

line. Graphic ads (camera ready) are as follows:  $25 per 1/4 page, 

$40 per 1/2 page, $75 per full page. 

 

DISCLAIMER:  No warranty, express or implied, is made by 

the PPCUG, the Gazette editorial staff or its contributing edi-

tors.  This extends to all losses incidental or consequential from 

the use or non-use of any information in any issue of the GA-

ZETTE. 

 

 
 

 

     

President Carl Nordeen  (931) 456-5597 

Vice-President  Kay Cargill (931) 456-7613 

Treasurer Alan Baker  (931) 788-2201 

Secretary Joan Carroll (931) 484-8694 

Librarian/

Compliance  

Gordon Botting  (931) 456-2184            

Past President Carl Nordeen  (931) 456-5597 

Programs Open  

Membership Dolores Crabtree (931) 484-9013 

Publicity MaryAnn Nordeen  (931) 456-5597 

Product Rev. Chair   

Editor Don Lewis (931) 456-5352 

APCUG Rep             (931) 456-9353  

Equipment Custo-

dian 

Bob Willis (931) 456-6511 

Webmaster Don Lewis (931) 456-5352 

Directors at Large 

Jim Mansfield  Harriette Weidner Joan Carroll 

Bob Willis Don Lewis  Janet Hammond  

Dick Riesz  Pearl Harter  Roger Holyer Black  

   

 SIG Leaders   

Pleasant Hill Dick Riesz (931) 277-5642 

Investment Club Bob Mohar  (931) 707-0434  

Photography SIG Jim Mansfield (931) 484-6920 
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News of the Special Interest Groups 
 

The PPCUG sponsors several Special Interest Groups 

(SIGs) tailored to meet the varied needs of our many 

members.  Each SIG is a small group whose leader 

prepares material for presentation and encourages 

open discussion and questions.  We urge you to attend 

the SIGs and hope you will find one or more of inter-

est to you.  Ideas for additional groups are welcome, 

as are volunteers to form and lead new SIGs. 

 

Investment Club 

 
Meets the third Saturday of each month at 10 a.m. at 

the 127 S. Senior Center. The leader is Bob Mohar .  

Anyone interested should contact Bob  at 707-0434ò. 

 

Pleasant Hill Group 

 
The Pleasant Hill group meetings will be announced 

by the SIG Leader, Dick Riesz. Meetings are held in 

the Pleasant Hill Community House on Main Street 

across from the Pleasant Hill Post Office.  All mem-

bers are welcome and visitors from the Pleasant Hill 

area are especially encouraged to come.  
 

Photography Club 

 
The Photography Club, a PPCUG SIG, meets the first 

Friday of each month at the Fairfield Glade Commu-

nity Church at 1:00PM.  Topics vary each month but 

we show and discuss member's photos each 

month.  One or two "People's Choice" photos are 

submitted to the Glade Vista each month for publica-

tion. The SIG leader is Jim Mansfield. 

Up Coming Meeting 
 

June 2010 !!! 

 

The next General Meeting of the 

PLATEAU PC USERS GROUP 

 Will be on June 21, 2010 at 6:00 P. M. at 

127 S.  SENIOR CENTER 

 

 Program to be determined 

 

 Classes   
 

Please send ideas for new classes to Alan Baker 

( ambaker@citlink.net )  
  

New Members 
 

No new members this month 

 

Cool Sites 

 

www.whatyouown.org is a neat little inventory pro-

gram for you to keep track of everything you own 

including serial numbers, photos, etc.  You can print 

out custom reports for insurance companies, police, 

or just for your records.  This was a freebie from the 

Kim Komando site. 

 
 

 

 

PPCUG ISP 
 

We wish to thank the following for providing ISP 

connections:  

 

¶ Frontier for DSL at the 127 Senior Center and 

Fairfield Glade 

¶ Multipro for dialup at Pleasant Hill 

 PPCUG Website 
 

Visit our website at www.PPCUGinc.com. The Learn-

ing Center class schedule and Gazette are all 

 available on our web site. 
 

Send your comments and suggestions to the  

Webmaster, Don Lewis 

Webmaster@ppcuginc.com  (931) 456-5352 

mailto:ambaker@citlink.net
http://www.whatyouown.org
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Minutes of PPCUG General Meeting 4-19-10 
 

Question and Answer period began at 6 PM with questions from the audience answered by Carl Nordeen.  Last 

Tuesday was a big day for updates from Microsoft and some people had problems downloading one or two.  Carl 

suggested going to Microsoft‘s website and downloading some from there.  A lot of anti-spyware software is not as 

good as they were but AntiMalware and Superantispyware are still working well.  Phishing is still a large problem 

especially from DHL-they tell you they have an undeliverable package and need more info.  He advises calling the 

company direct especially if you are expecting a package.  Do not respond to pop-ups and give out identifying in-

formation. A question was asked about printers and it was determined that some printers like Epson and Lexmark 

need their brand of ink cartridges to work well.  Carl said some stores would refill ink cartridges and have a ―chip 

resetter‖ that lets the printer know that the cartridge is full. You can go to www.fixyourownprinter.com or Smart 

Computing magazine, if you have a subscription, for help from their tech people.  They can also recommend help 

with free software that you download off the Internet. Web of Trust website (an Internet Explorer add-on) screens 

your websites that are listed on Google, telling you if they are safe or not recommended. 

 

Business Meeting was given by Kay Cargill at 7:18 PM after a short break to allow people to move around after 

sitting an hour.  Bob Willis did a little preview of what the program ―Intro to PowerPoint‖ was about and Gordon 

Botting stated there are 3 new books on Windows 7 ordered.  This operating system is on all new computers unless 

you pay extra for Windows XP Professional or Vista Home Premium.  Kay reported the highlights from the Board 

Meeting on April 14th,with the full minutes in next month‘s gazette online.  May program will be on the SLR Digi-

tal Camera by Dave Phillipe. Nominations for Directors at large are still being accepted and the list will be in the 

May Gazette and voting will be at the June general meeting. 

 

Tonightôs Program:  The software of MS PowerPoint is usually bundled in a version of Office.  Some still like to 

use the Office 2000 version while others are up to date with Office 2007.  There is a Teacher and Student 2007 ver-

sion that is currently a better deal due to lower cost. PowerPoint is used to make business presentations and photo 

slideshows but can make travel documents and sales presentations.  A PowerPoint slideshow makes a greater im-

pact on audiences due to visual scenes or bulleted statements. Looks more professional and can be posted on the 

Internet to share with others.  It can be automated to run unattended and you can have animation and/or sound, and 

a ‗movie in a slide‘.   

 

Alan discussed the following elements: 

¶ Animation helps and decreases the amount of overpowering use of text. 

¶ Bullet your list of points that need to be remembered. 

¶ Transition effects, such as  ―sliding in text from left or from right and photos that seem to fly in‖, keeps the au-

dience‘s interest. 

¶ Black background is less ―jarring‖ on the eyes than a bright white background. 

¶ Your can add your logo on each slide with a ―Headers or Footers‖ template. 

 

Alan recommended you get all your elements together.  Outline view can move slides in a different order.  He cre-

ated this PowerPoint slideshow in MS Office 2000 but was able to play it in on a laptop with MS Office 2007, as 

this is the version most people will be purchasing.  Logistics of this software will be presented on Wednesday, 

April 28th at 1 PM right here at the 127 S. Senior Center by Alan Baker.  Members $2, non-members $5 and the 

class is free to members of the 127S. Senior Center. This will be a hands on class and questions can be freely 

asked. 

 

Door Prize: Doris Buehring was awarded a flashdrive prize by random selection on the laptop. Prizes are given in 

number relating to attendance and there were 20 members and 1 guest attending. 

 

Adjournment was at 8:08 PM.  Respectfully submitted by Joan Carroll, PPCUG Secretary. 

http://www.fixyourowncartridge.com/
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Email Scams 
 

By Vinny La Bash, Regular Contributor, Sarasota Personal Computer Users Group, Inc., Florida  

www.spcug.org 

vlabash (at) comcast.net 

 

This article has been obtained from APCUG with the author‘s permission for publication by APCUG member 

groups; all other uses require the permission of the author (see e-mail address above). 

 

There are at least two dozen people in Nigeria that want to give me twelve million dollars. Imagine that!  People 

are vigorously competing with each other to make me rich. You would think that after all the publicity over the last 

dozen years, everyone would know about the Nigerian scam. Headhunters in New Guinea know about the Nigerian 

scheme. Lost tribes in the Amazon know about the Nigerian scheme. So why do the scammers keep doing it?  Be-

cause people keep falling for it. Some folks want to believe and nothing will stop them, no matter what evidence 

sits in front of them.  

 

Email scams like the one that keeps flowing out of Nigeria can be downright dangerous. Not only have people been 

scammed out of money, but in a few instances have actually lost their lives. That is a high price to pay for credu-

lity.  

 

Most unsolicited commercial messages (SPAM) may be annoying, but they do little more than eat up some band-

width. The originators don‘t want to harm you, just entice you to buy something. It‘s sometimes called online ad-

vertising.  

 

As the Internet evolves, so do the scammers. They have become more sophisticated at attempting to trick us out of 

our money, hand over personal information, reveal passwords, frighten us or make us believe in something that  

isn‘t true.  

 

For example, our current polarized political system has generated distrust of government in some places. A band of 

swindlers has used these sentiments to construct an email that ―warns‖ you that the Department of Homeland Secu-

rity and the FBI believe that you are involved in either money laundering activities or somehow complicit in terror-

ist activity. Information like that, even if false, can make people uneasy.  

 

Fortunately, the scammers have a solution. For the small sum of $370 the Economic Financial Crimes Commission 

Chairman will send documentation certifying you as a proper upstanding citizen, thereby avoiding a messy prose-

cution and jail time. How could anyone pass that up?  These government agencies must be terribly busy, and isn‘t it 

a great comfort to know that they can resolve important matters by email if you‘re willing to send them only a few 

hundred dollars?   

 

Congratulations!  You‘ve won the lottery!  There are many variations to this theme, but they all involve filling out 

a form before you can claim your prize. Don‘t forget to include your social security number since they need to in-

form the IRS. What makes this scam so devious is that legitimate lotteries really do need this information. One 

thing that should puzzle you is how could you possibly win a lottery you haven‘t entered?    

 

Suppose you really did enter the contest or bought a lottery ticket, what then?  Legitimate enterprises are aware of 

these scams and will almost always provide you with an alternate way of supplying the information. In other words, 

never be careless with personal information.  

 
(Continued on page 6) 
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You receive an email informing you of a ―problem‖ with your bank account. Strange, you don‘t recall doing busi-

ness with the bank. All you have to do to resolve the ―problem‖ is click on the provided link and supply informa-

tion that the bank already knows if you are a customer.  

 

Tens of thousands of people receive these messages. A few may actually be customers of the bank. Some believing 

the email is real, click on the link and are taken to a bogus site. Any information provided won‘t be used to resolve 

any ―problems‖, but instead be used to clean out your bank account.  

 

There are so many scams out there perpetrated by email, it makes you want to give up in disgust. That would be 

understandable if there were no way to protect yourself, but many people forget the obvious:  Use Common Sense.  

 

When you get an email that asks you to be part of a plot to move large amounts of money offshore to your bank 

account, by doing business with people you don‘t know from a foreign country thousand of miles away, shouldn‘t 

that arouse your suspicions?   

 

Any text message that turns out to be an image should be suspect. The only purpose for turning text into images is 

to defeat spam filters. Be on your guard.  

 

The bad guys are very creative and always seem to be one step ahead of everyone else. The FBI provides a service 

for citizens to receive the latest information about online scams. For more information on e-scams, please visit the 

FBI's New E-Scams and Warnings webpage at http://www.fbi.gov/cyberinvest/escams.htm. Visit the site at least 

once a month to be aware of new and exciting ways scammers have to separate you from your money.  

 

Circuit Writer Version 7.6 
 

A new language for the web – HTML5 

By Jim Scheef, Regular Columnist, Danbury Area Computer Society, CT 

www.dacs.org 

jscheef (at) yahoo.com 

 

This article has been obtained from APCUG with the author‘s permission for publication by APCUG member 

groups; all other uses require the permission of the author (see e-mail address above). 

 

I have enough trouble getting web pages to look right, now, and they want to bring out a new version of HTML? 

They‘re kidding, right? Wrong! But the finalization of the new spec is planned for 2022, so why worry? Well this 

will cause a new round of browser wars as each browser incorporates pieces of the new spec that get cast in stone 

earlier than the rest. Naturally not every implementation will be perfect and the bugs that get traction become the 

―real‖ specification. That‘s what happened in the first browser wars. It will be years before we get past the bugs in 

early versions of Internet Explorer that became baked into the web. It will be hard to avoid that happening again 

without major cooperation between the browser makers, which may actually happen. Remember that this will be a 

three-way race now that Google has released Chrome. Chrome‘s market share may be small (infinitesimal?) right 

now, but for better or worse, it will grow as Google makes it the base for new products and services.  

 

One of the interesting aims of HTML5 is to reduce the need for proprietary browser plug-ins like Adobe Flash, Mi-

crosoft Silverlight and Sun JavaFx. While rolling video and animation into the basic HTML is a worthy goal, I‘m 

sure all three software houses will just roll over and play dead on this one. One HTML5 technology that sounds 

really interesting is ―local storage‖ that will allow web-based applications to continue working without an Internet 

(Continued from page 5) 

(Continued on page 7) 

http://www.fbi.gov/cyberinvest/escams.htm
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connection, so good-by Google Gears. So the new spec will have no chance, right? Well, all the browser makers, 

including Opera, are involved in designing the spec and are implementing the parts that they believe are ―close 

enough.‖ There is an eWeek synopsis at tinyurl.com/y92jsc2. I would be happy if all the next HTML adds is decent 

security and thus some privacy. (You cannot have privacy without security), If you were betting on a quiet decade 

for software, you lose!  

 

Yet Another Microsoft Office 

If you‘re like me, you‘re still struggling to learn that infernal ribbon bar in Microsoft Office 2007. So I‘m sure 

you‘ll want to jump on the chance to try Office 2010! Yes, the next version is in beta. It looks like microsoft.com/

office/2010 will get you there. Good luck and don‘t install it on your primary machine! Let me know if you like it. 

 

Hacking your Toyota? 

The news media frenzy about the Toyota ―sudden acceleration‖ problem just never seemed like they had it right – 

not Toyota and certainly not the major news media. I could never understand how a floor mat could cause a car to 

―suddenly accelerate‖. Since I don‘t own a Toyota I haven‘t paid that much attention but this story has started to 

make sense, when I started to hear about ―drive-by-wire‖ throttles.  

 

Once upon a time, there was a carburetor on every automobile engine. A mechanical linkage of rods and levers 

connected the accelerator pedal to the butterfly valve in the throat of the carburetor. Pressing the accelerator pedal 

opened the throttle valve, allowing more air into the carburetor which mixed in fuel and fed that mixture to the cyl-

inders to make the car go. If that linkage became stuck, the throttle could be held open with disastrous results but 

first the driver had to step on the gas to open the throttle to a point where it could stick.  

 

Few Toyota stories matched the stuck throttle scenario and the ―sudden acceleration‖ scenario most certainly did 

not – but a ―drive-by-wire‖ throttle system does. Such a system opens up all kinds of new possibilities that are not 

related to a mechanical linkage because there is no mechanical linkage. Drive-by-wire is a system where the accel-

erator is connected to an electronic sensor rather than to the engine. A wire (literally) is all that connects the gas 

pedal to the engine. Of course there is a computer in there along the way. The fact that the driver presses on the gas 

is just one of many inputs to a system that computes how the throttle butterfly should be positioned to allow the 

desired amount of air to enter the engine fuel injection. Now the possibility exists for the computer to tell the throt-

tle to open in a way that does not directly correspond to how the driver presses the gas pedal. Wikipedia has the 

best explanation of such a system (en.wikipedia.org/wiki/Drive_by_wire) that I could find in a short search.  

 

Now if drive-by-wire throttles make you queasy, add in the ―brake-by-wire‖ systems that are in every hybrid car. 

Hybrids need to use braking energy to recharge the batteries. They do this by using the electric motor as a generator 

to do as much braking as possible. Naturally this means delaying the application of the regular brakes on each 

wheel, so a wire connects the brake pedal to the brakes rather than the traditional rod pushing on a hydraulic cylin-

der. To oversimplify, the more the car can delay using the regular brakes, the better the gas mileage. So now that 

several computers – hopefully working in unison – control how your car goes and stops, software is needed to tell 

those computers what to do. And we all know how well software works, don‘t we? Today the Toyota story in the 

news is how they will ―give braking a higher priority‖ in new models. Golly, gee wiz! When I put my foot on the 

brake pedal,  that is my TOP priority!  

 

Droid Does Sometimes 

I have run out of time, but I must add a short story about using Droid navigation. Returning from Boston a couple 

of weeks back, I wanted to stop at a Borders Books store. So I used the browser in the Droid to do a Google search 

and found a Borders that seemed to be on the way home. So I pointed to the address and told the Droid to navigate 

and off I went. A short time later, I drove into a neighborhood a short distance from the highway and the Droid an-

(Continued from page 6) 

(Continued on page 8) 

http://www.eweek.com/c/a/Application-Development/20-Essential-Things-to-Know-About-the-HTML5-Web-Language-329684/
http://www.microsoft.com/office/2010/en/default.aspx
http://www.microsoft.com/office/2010/en/default.aspx
http://en.wikipedia.org/wiki/Drive_by_wire
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nounced that my destination was on my right. Only there was there no Borders, there was not even a shopping cen-

ter – nothing! Just somebody‘s driveway. I‘m not sure where the failure occurred – in the navigation, the address 

shown on the website, or Google Maps. I was too stunned to try to figure it out at the time and just drove back to 

the highway. Has anyone had a similar experience with Google navigation or some other navigation product? Let 

me know. 

 

Eliminating Obsolete Windows Device Drivers 
 

By Vinny La Bash, Regular Contributor, Sarasota Personal Computer Users Group, Inc., Florida 

www.spcug.org 

vlabash (at) comcast.net 

 

This article has been obtained from APCUG with the author‘s permission for publication by APCUG member 

groups; all other uses require the permission of the author (see e-mail address above). 

 

Device drivers are programs that are designed to control (drive) specific types of hardware (devices) that are at-

tached to your computer. These devices can be attached through wires or by wireless connections. No matter how 

the device is attached, you need a program to tell it how to interact with the computer. An operating system such as 

Windows comes with myriads of device drivers built into it so when you bring your new computer home, attach 

your printers, external drives, etc., most of them work fine. 

 

The caveat is that drivers are hardware dependent and operating system specific so your external CD-ROM, which 

worked flawlessly under Vista, may not work with Windows 7 until you install an updated device driver designed 

for the new OS. 

 

Every operating system directs device drivers to communicate with their devices through the computer bus or a 

communications subsystem. It is a process which is largely invisible to those trying to get work done on the com-

puter, much like the internal workings of an automobile are largely invisible to a driver trying to get from home to 

the grocery store. 

 

The invisibility of device drivers is a good thing when everything is working smoothly, but it tends to hinder trou-

bleshooting when trying to track down the cause of a problem. When you upgrade or change hardware, Windows 

doesn‘t usually delete the old device drivers. Sometimes these obsolete programs can cause hardware conflicts. 

Seemingly unrelated quirky behavior on the part of the computer can often be traced to a no longer used device 

driver. 

 

Resolving device driver problems in Windows can be difficult. In this article we‘re going to focus on finding out-

dated device drivers and eliminating them from your system. 

 

Manually searching for device drivers on a Windows system can be frustrating, time-consuming, and mostly a 

waste of effort. Conveniently for us, Microsoft has provided a way to locate unused device drivers and remove 

them. 

 

The directions herein are designed specifically for Windows 7, but the general process will work for Vista and XP. 

There are slight variations in the process with each of the operating systems; just be careful when reading each 

screen. Let‘s get on with it. 

 

(Continued from page 7) 

(Continued on page 9) 
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The Device Manager as it comes from Microsoft is not set up to display device drivers that are no longer being 

used. The Device Manager has to be configured to show obsolete drivers so we can remove them. You need to add 

something called a special Windows Environment Variable. This is a text string that contains a path, file name or 

drive. Programmers refer to this as a system property. We don‘t really care what they call it as long as it works. 

 

From the Start Menu, right-click on Computer. 

 

Select Properties at the bottom of the list. 

 
 

From the System window, select Advanced system settings. 

 

From the System Properties dialog box, select the Environment Variables button. (See illustration) 

 

The Environment Variables dialog box contains two panels, User variables and System variables. 

 

Click the New… button. 

 

In the New System Variable dialog box, type devmgr_show_nonpresent_devices 

 

Type 1 in the Variable Value text box. 

 

Close all the dialog boxes. 

 

In most cases there is no need to restart the system. Let‘s test the results of our labor. 

(Continued from page 8) 

(Continued on page 10) 
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Access the Start Menu. 

 

Right click Computer. 

 

Select Manage. 

 

When the Computer Management window appears, select Device Manager. 

 

Open the View menu and select Show Hidden Devices. 

 

From now on whenever you open a branch within the Device Manager tree structure and device icons are "grayed 

out" or appear faded, these are the unused drivers. You can safely delete them. Whenever you add, remove or 

change your hardware configuration, always check for left over drivers and avoid problems. 

 

PPCUG Officers Election is in June 
 

Candidates slated for PPCUG Board include: 

  

President                           Carl Nordeen 

Vice President                    Kay Cargill 

Treasurer                           Alan Baker 

Secretary                           Joan Carroll 

Librarian/Compliance          Gordon Botting 

Membership                       Dolores Crabtree 

Publicity                             MaryAnn Nordeen 

Editor                                Don Lewis 

Equipment Custodian          Bob Willis 

Webmaster                        Don Lewis 

  

Directors at Large: 

Jim Mansfield 

Joan Carroll 

Bob Willis 

Don Lewis 

Janet Hammond 

Dick Riesz 

(Continued from page 9) 
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Things, Thinglets & Thingassoes 

 
By Jack Lewtschuk, Columnist, Monterey Bay Users Group, PC (MBUG-PC), California 

mbug-pc newsletter, January 2010 

http://www.mbug.org/ 

Blacklion (at) royal.net 

 

This article has been obtained from APCUG with the author‘s permission for publication by APCUG member 

groups; all other uses require the permission of the author (see e-mail address above). 

 

The Bad Guys are after Your Money 
 

Well, that‘s nothing new. 

 

Just as knowing the ―computer language‖ is good to assist communication when seeking help or offering help to 

others, so is knowing the definition of words to describe cybercrime. 

 

Just to better understand the nomenclature of cyber assaults, one has to be able to understand the lingo. I researched 

the Internet (some very helpful ―e-letters‖) and came up with this handy list: 

 

ñAdwareò  

A piece of software that displays advertisements on a computer after the software is installed. Adware can be be-

nign, as in the case of a free program that displays ads in a manner that is agreed upon in advance. Or adware can 

be a nuisance, displaying unwanted ads with no apparent way to remove the program. The nuisance variety is often 

silently downloaded along with some other desired software, such as a game or toolbar. 

 

ñArbitrary Code Executionò 
When a security vulnerability is discovered in a piece of software, sometimes it is said that it allows for ―arbitrary 

code‖ to be executed on the machine. This really means that the vulnerability can be used to cause that program to 

execute ANY set of commands or instructions on that computer. 

 

ñBlack Hatò 
A ―bad guy‖ or hacker who breaks into computer networks, creates viruses, sends spam, or uses unethical tactics to 

influence engine results. 

 

ñEthical Hackerò 
A ―good hacker‖ who uses a variety of techniques to test the safety of a computer network or system software. 

Typically an ethical hacker (also known as a ―White Hat‖) is hired by a company to see if there are any flaws in its 

systems that might allow Black Hats to gain entry. 

 

ñBotnetò 
A collection of ordinary home and office computers that have been compromised by rogue software. The term 

―botnet‖ is short for ―robot network‖ and describes the situation rather well. Computers that have been caught up in 

a botnet have been effectively taken over and can be used to perform almost any task by the person or persons who 

control the botnet. Botnets are controlled by criminals and other miscreants whose motives include spewing spam 

to sell products, operating financial scams, and crippling websites through coordinated attacks. (See ―Denial of Ser-

vice Attack‖.) 

 

 

(Continued on page 12) 
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ñBuffer Overrunò 

This is a flaw in a computer program that occurs when the length of a user input is not validated. For example, if a 

program is expecting a 9-digit social security number as input, it should discard any input beyond the 9th character. 

If the program blindly accepts a longer input string, it could ―overrun‖ the input buffer, thereby trashing some other 

part of the currently-running program with the extraneous characters. In some cases, this flaw can be used to over-

write the existing program with code that comes from the input string. (See ―Arbitrary Code Execution‖.) 

 

ñDenial of Service Attackò 
A concerted effort by one or more remote attackers that attempts to flood a web server or network with meaning-

less requests. A sustained, coordinated attack can render the target unable to service the legitimate users who are 

attempting to connect. 

 

ñExploitò 
A method of taking advantage of a bug or security hole in a computer program. It is possible that a hole may be 

known to exist, but no exploit has yet been created to capitalize on it. 

 

ñMalwareò 
Any form of malicious software. This can include computer viruses, spyware, worms, trojan horses, rootkits, and 

other software that is deliberately harmful, destructive, or invasive. 

 

ñPatchò 
A fix for a software bug or security hole. When a bug is discovered, often there is a race by software vendors to 

provide a patch before an Exploit is created. Patches must be applied to the affected computers in order to prevent 

exploitation of the flaw. 

 

ñPhishingò 
The act of stealing information using lies or deception as bait. Online scammers try to trick people into voluntarily 

providing passwords, account numbers, and other personal information by pretending to be someone they trust. An 

example of phishing is an e-mail that appears to be from a bank, asking recipients to log in to a rogue site that looks 

exactly like the real one. When the victim logs in, the operators of the fake site then have that person‘s login cre-

dentials and can access his or her bank account. 

 

ñRootkitò 
A rootkit is a software tool (or a set of programs) designed to conceal files, data, or active processes from the oper-

ating system. Because of their ability to hide deep in the operating system, rootkits are hard to detect and remove. 

Although rootkits may not cause damage when installed, they are often piggy-backed with additional code written 

for the purpose of taking control of a computer, disabling certain functions, or spying on the user and reporting ac-

tivities back to the rootkit creator. 

 

ñScarewareò 
Software that is created for the purpose of tricking people into downloading or purchasing it, when in reality it is 

either unnecessary, marginally useful, or outright dangerous. Online ads that display fake warnings such as ―Your 

computer may be infected—click here to scan for viruses‖ or ―ERROR! Registry Damage Detected—click to 

download Registry Cleaner‖ would qualify as scareware. Scareware programs often run a fake or cursory scan, then 

present the user with a list of hazards that must be corrected. Fixing these ―problems‖ then requires the user to pay 

a fee for a ―full‖ or ―registered‖ version of the software. 

 

 

(Continued from page 11) 
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ñSkimmingò 
The act of stealing credit or debit card information while a legitimate transaction is taking place at an ATM 

(Automatic Teller Machine). Skimming involves an unauthorized device that is attached to the card slot of the 

ATM, which reads the magnetic strip as the card passes through. A hidden camera may also be used to capture the 

victim‘s PIN (Personal Identification Number). 

 

ñSpywareò 
Spyware is a type of malicious software designed to take action on a computer without the informed consent of the 

user. Spyware may surreptitiously monitor the user, reporting personal information to a remote site, or subvert the 

computer‘s operation for the benefit of a third party. Some spyware tracks what types of websites a user visits and 

send this information to an advertising agency. Others may launch annoying popup advertisements. More malicious 

versions try to intercept passwords or credit card numbers. 

 

ñTrojan Horseò 
A Trojan horse is a malicious program that is disguised or embedded within other software. The term is derived 

from the classical myth of the Trojan Horse. Such a program may look useful or interesting but is actually harmful 

when executed.  

 

Examples may include web browser toolbars, games, and file sharing programs. A Trojan horse cannot operate or 

spread on its own, so it relies on a social engineering approach (tricking the user into taking some action) rather 

than flaws in a computer‘s security. 

 

ñVirusò 
A computer virus is a malicious self-replicating computer program that spreads by inserting copies of itself into 

other programs or documents, similar to the way a real virus operates. When the infected program or document is 

opened, the destructive action (payload) is repeated, resulting in the infection, destruction, or deletion of other files.  

 

Sometimes the infected programs continue to function normally, albeit with the side effects of the virus; in other 

cases, the original program is crippled or destroyed. 

 

ñWormò 
A worm is a malicious computer program that is self-contained and does not need help from another program to 

propagate itself. It can spread by trying to infect other files on a local network or by exploiting the host computer‘s 

e-mail transmission capabilities to send copies of itself to everyone found in the e-mail address book. Some even 

look in the cache of recently visited web pages and extract other e-mail addresses to target. 

 

ñZero-Day Exploitò 

An attack that tries to exploit unpatched security vulnerabilities. The term ―zero day‖ derives from the fact that 

software vendors sometimes have a window of time to fix a problem before an exploit is developed or before news 

of a vulnerability is made public. But when the exploit already exists before a patch is released, the vendors have 

―zero days‖ to fix it because users are already exposed. 

 

ñZombieò 
A computer that has been compromised and can be controlled over a network to do the bidding of a criminal or 

miscreant. Computers that have been caught up in a botnet are zombies and can be used by the controller of the bot-

net to send spam or participate in a coordinated denial of service attack. 
 

(Continued from page 12) 
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Using Skype 
 

By Mike Kearns, Member of the Computer Club of Green Valley, AZ 

http://gvcc.apcug.org/ 

bmkearns1 (at) yahoo.com 

 

This article has been obtained from APCUG with the author‘s permission for publication by APCUG member 

groups; all other uses require the permission of the author (see e-mail address above). 

 

Using free Skype software on your computer allows you to make calls over the internet to others who have the ser-

vice. It's easy to download and works with most, if not all, computers. Try this great way to keep in contact with 

your kids, grandchildren, siblings and close friends. 

 

You need three things to make it happen: 

 

1. A high-speed internet connection. 

 

2. A web cam, and I recommend Logitech. You can buy a good camera (with install disk) at Wal-Mart for around 

$50. Newer computers have web cams built in. Each camera requires some adjustments for brightness, contrast and 

sound, but they are usually easy to work with. 

 

3. You need to download the free program by going to Google and typing "free Skype download." The PC version 

is 4.2, and the latest Mac version is 2.8. 

 

When you download the program you will be asked what Skype name you wish to use. You can choose any name 

you want. If you pick an unusual name, it is a good idea to let your Skype friends know, because Skype offers a 

directory to locate their users all over the world. 

 

When you attempt the first contact with another Skype user, the person receiving the call has the option of accept-

ing or rejecting the call. If you attempt to contact someone who doesn't know you, they can reject your call, similar 

to a spam blocker. 

 

The web cam gives a nice picture of the person to whom you are talking on the screen. Quick movements can dis-

tort the picture for a few seconds while the web cam is adjusting. 

 

Skype includes a small window of each party at the bottom of the screens so you know what the other person is 

viewing. The quality of the picture is better if both parties have a good high-speed connection. Going from a dial-

up connection to a high-speed connection can cause distortion in the video and also slows down the interaction. 

 

It is best to set up a time with the person you will be calling so they have their Skype program open and ready to 

accept the video call. The person you are calling also has the option to accept the call with or without video. Once 

you are connected, you can talk as long as you want--there is no charge. You can make adjustments to see the per-

son on full screen or half screen. I find that the image gets a little distorted on full screen, but overall it is still a 

good picture. 

 

Another neat feature permits you to move a Netbook or laptop with the built-in camera around the room to show 

the person different items of interest in your home. The new, small Netbooks are especially useful because they are 

so portable and lightweight. 
(Continued on page 15) 
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Skype can also be used as your telephone service by clicking on their Shop button. You set up a credit-card account 

with Skype to pay for the calls. Then you can make a phone call to a person's land line and talk to them through 

your computer. 

 

I have noticed a few people using the new Netbooks as both a phone and video-calling service. They weigh only 

two pounds, and many women can carry them in their purse. With Skype you can make phone calls anywhere in 

the world, and the cost per minute will vary depending on where you are calling. I understand that overseas phone 

calls are very reasonable. 

 

Keep in mind that Skype is not designed to be a replacement for your ordinary home phone since you would not 

have your computer on all the time. Also, be aware that you cannot use Skype for emergency calling such as 911. 

 

Bonus Tips 
Password Do's & Don'ts 

 

Here are some preventive rules you can follow to ensure that all of your passwords are reliable. 

 

¶ Don't reuse the same password on different sites. For instance, don't use your Facebook password to log 

in to your bank account. 

 

¶ Do change your password regularly. Updating it will give you an extra security boost. 

 

¶ Don't share your passwords with others. If someone wants to use your computer, ask them to log on as a 

Guest. 

 

¶ Do mix upper and lowercase characters and symbols if possible. 

 

¶ Don't choose passwords that would be obviously vulnerable, such as your name, birth date, spouse's 

name, or car statistics. 

 

Optimize Your Display In Windows 7 

  

The new Windows 7 tools for optimizing your LCD are worthwhile for those who spend a great deal of time look-

ing at a computer screen. Click Start, type display in the search field and press ENTER. Click the Calibrate Color 

link. This launches a wizard that walks you through adjusting gamma, brightness, and contrast for your LCD. Also 

in the Display tool set is Adjust ClearType Text. This is another wizard that will let you adjust the font smoothing 

effects and text readability on your screen The new Windows 7 tools for optimizing your LCD are worthwhile 

for those who spend a great deal of time looking at a computer screen. Click Start, type display in the search field 

and press ENTER. Click the Calibrate Color link. This launches a wizard that walks you through adjusting gamma, 

brightness, and contrast for your LCD. Also in the Display tool set is Adjust ClearType Text. This is another wiz-

ard that will let you adjust the font smoothing effects and text readability on your screen 

 
 

"Reprinted with permission from Smart Computing. Visit www.SmartComputing.com Groups to learn what Smart 

Computing can do for you and your user group!" 

(Continued from page 14) 
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PLATEAU PC USERS GROUP, INC.  

APPLICATION FOR MEMBERSHIP  

Return this application, with check for annual dues ($25 family, $20 individual, $10 student membership) payable to 
"PLATEAU PC USERS GROUP." Return to the club Treasurer during our meeting or mail to PPCUG Treasurer. P.O. 

Box 3787, Crossville, TN 38557. 

________________________      

Date                                                     

________________________    ____________________     ________________________________________________ 

Last Name                                   First Name                                 Family Members (if family membership) 

_________________________________________________   _________   _____________________________________________ 
Address: City                                                           State      Zip Code     Phone Number 
_________________________________________ 
E-Mail address 

l have used PCs since (year):                I have belonged to a Computer Club before. Yes                No 

I have knowledge in the following areas and would be willing to share my knowledge with club members: 

______________________________________________________________________________________________________________ 

I would like to learn more about the following areas: 

_________________________________________________________________________________________________________________________ 

June 2010  

Sun  Mon  Tue  Wed  Thu  Fri  Sat  

  1 2 3 4  1 pm 

Photography 

Club Mtg 

5 

6 7 8 9  2  pm 
Board Mtg 

10 11 12 

13 14 15 16 17 18 19  10 am 

Investment SIG 

20 21  6 pm 

Q & A Session 

Followed by 

General Mtg 

22 23 24 25 26 

27 28 29 30    


