
Gazette —  November  2008                                 www.PPCUGinc.com                                                          Page 1 

 

 

Published by the Plateau PC Users Group, Inc. P.O. Box 3787, Crossville TN 38557-3787  www.PPCUGinc.com             November 2008 

 

―JOIN US FOR FUN AND LEARNING AT CROSSVILLE‘S COMPUTER CLUB‖                                                   Volume 14, Issue 11 

President's Letter 
 from Carl Nordeen 

 

 

 Cool fall weather is approaching and much needed 

clean up is ahead. Cleaning your yard of leaves and 

sticks, getting ready for winter, and don't forget 

your computer. Keeping every thing neat and tidy 

makes things work better. 

 

Please don't forget donations to Wag and Whiskers  

 

This is the final issue of this newsletter for 2008.  

 

Happy Holidays 

THIS MONTHôS MEETINGS 
 

November 7 at 1 p.m. 

At FFG Community Church 

Photography Club 

 

November 15 at 10 a.m. 

At 127 S. Senior Center 

Investment SIG  

 

November 17 at 3 p.m. 

At 127 S. Senior Center 

General Meeting 

 

Please note that the time of our general meeting has 

changed to the winter schedule. Meetings begin at 3 

p.m. 

 

¶ Ask the Experts Q&A 

¶ Short Business Meeting & Program 

 

November Program 

 

Introduction to Webcams 
 

The November program will be presented by Don 

Lewis on the subject of webcams. The program will 

explain what they are and their uses. There will be a 

demonstration of how webcams can be used for video 

conferencing over the Internet with the Skype soft-

ware. 
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ñFREEò Table 

We have set up a table at our member meetings to share our 

ñextraò goodies with other club members. 

If you have something to give away, bring it in and put it on the 

FREE table.  Itôs first come, first served.  If you see something you 

want, help yourself. 

 

Membership Dues and Expiration Dates 

 

Membership dues are $25 a year for a family, $20 a year for 

an individual, and $10 a year for a student 21 years of age or 

under. Your membership is valid for 12 months from the 

month you join (or renew your membership).  Please pay 

your dues to the treasurer before the last day of your anniver-

sary month. Anyone who is 30 days or more in arrears with 

membership dues cannot participate in the door prize draw-

ings. 

 

Corporate memberships are $25 a year for the first two mem-

berships and $10 a year for each additional membership from 

the same company. 

 

Our Club cannot exist without you, the members.  Remem-

ber, you and  your membership dues are important to keep 

the club functioning! 

 

BOARD OF DIRECTORS DISCLAIMER 
All members of the Plateau PC Users Group are willing to help 

one another in the area of advice and tutorial instruction over the 

phone.  If you should require more involved services or instruc-

tion, we have a few members who are very knowledgeable in sev-

eral areas.  As a responsible consumer, it is up to you to discuss, 

before retaining a member, any and ALL charges for repair ser-

vices and time consuming tutorial activities. 

 

It is not the desire of this Board of Directors to set fees for indi-

viduals for services rendered, nor the responsibility to intervene 

between members who enter into a contract among themselves 
 

The GAZETTE is published using the following:  Microsoft 

Word, Microsoft Publisher, and Microsoft Windows 98,  The 

GAZETTE is the monthly newsletter of the Plateau PC Users 

Group.  Material in the GAZETTE may be freely used in other 

user group newsletters if credit is given the author and the 

PPCUG GAZETTE.  PPCUG members may place free classified 

advertising (up to 50 words) in the GAZETTE (run time maxi-

mum of three months).   

Commercial ads (local advertisers) may be placed at 50 cents per 

line. Graphic ads (camera ready) are as follows:  $25 per 1/4 

page, $40 per 1/2 page, $75 per full page. 
 

DISCLAIMER:  No warranty, express or implied, is made by 

the PPCUG, the Gazette editorial staff or its contributing 

editors.  This extends to all losses incidental or consequential 

from the use or non-use of any information in any issue of the 

GAZETTE. 
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News of the Special Interest Groups 
 

The PPCUG sponsors several Special Interest Groups 

(SIGs) tailored to meet the varied needs of our many 

members.  Each SIG is a small group whose leader 

prepares material for presentation and encourages 

open discussion and questions.  We urge you to attend 

the SIGs and hope you will find one or more of inter-

est to you.  Ideas for additional groups are welcome, 

as are volunteers to form and lead new SIGs. 

 

Investment Club 

 
Meets the third Saturday of each month at 10 a.m. at 

the 127 S. Senior Center. The leader is Bob Mohar .  

Anyone interested should contact Bob  at 707-0434ò. 

 

Pleasant Hill Group 

 
The Pleasant Hill group meetings will be announced 

by the SIG Leader, Dick Riesz. Meetings are held in 

the Pleasant Hill Community House on Main Street 

across from the Pleasant Hill Post Office.  All mem-

bers are welcome and visitors from the Pleasant Hill 

area are especially encouraged to come.  
 

Photography Club 

 
The Photography Club, a PPCUG SIG, meets the first 

Friday of each month at the Fairfield Glade Commu-

nity Church at 1:00PM.  Topics vary each month but 

we show and discuss member's photos each 

month.  One or two "People's Choice" photos are 

submitted to the Glade Vista each month for publica-

tion. The SIG leader is Jim Mansfield. 

Up Coming Meeting 
 

January 2009 !!! 

 

The next General Meeting of the 

PLATEAU PC USERS GROUP 

No Meeting In December The January meeting 

Will be January 19 at 3:00 P. M. at 

127 S.  SENIOR CENTER 

 

Do you Blog?? 
  

Today, there are more than 112 Million Blogs out 

there.  Alan Baker will introduce us to the world of 

Internet "Blogs", also known as ñWebLogsò.  He will 

define them, describe why they are a unique type 

of website, show examples and teach us how to set up 

our own blog on the popular website, BlogSpot.Com.  
  

Classes   
 

No classes in November or December --- please send 

ideas for new classes to Alan Baker 

( ambaker@citlink.net )  
  

New Members 

 
No new members this month 

 

Cool Sites 
Free technical support at this site. Post your problem 

and receive help from other members of this site. 

 

http://www.techguy.org/ 

 

Please send your cool site suggestions to me at 

 webmaster@ppcug.com 

 

PPCUG ISP 
 

We wish to thank the following for providing ISP 

connections:  

 

¶ Multipro for dialup at Pleasant Hill 

¶ Charter for cable broadband at the 127 Senior 

Center 

¶ Frontier for DSL at Fairfield Glade 
 

 PPCUG Website 
 

Visit our website at www.PPCUGinc.com. The Learn-

ing Center class schedule and Gazette are all 

 available on our web site. 
 

Send your comments and suggestions to the  

Webmaster, Don Lewis 

Webmaster@ppcuginc.com  (931) 456-5352 

mailto:ambaker@citlink.net
http://www.techguy.org/
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Minutes of the Membership Meeting 

October 20, 2008 
 

Call to order: at 3pm by Vice President Kay Cargill at the 127 South Senior Center. 

 

Membership: 187 in good standing with 31 members present and 7 guests 

 

Treasurers Report: a balance of $6,348.01 

 

             Programs: November---Don Lewis will present a program on webcam 

             And video conferencing 

                                December----No meeting 

                                January------Alan Baker will present a program explaining Blogs and their uses. 

 

               Kay asked the members if they had any requests for programs. There 

              were no suggestions at this time. There was a request for a class on 

             ―Copying information to disc‖. Kay will see about providing this class. 

 

Announcements: The lending library is open at the back of the room. 

 

Question & Answer session followed the brief business meeting with Kay Cargill and Dick Riesz fielding ques-

tions. 

 

Program for the evening was ―Tools, Techniques, Tricks, and Tactics‖ presented by Bob Mohar from the 

PPCUG Special Interest Group known as CAIC or Crossville Area Investment Club. This club currently consists 

of 6 members that meet regularly once each month and often every week. Their focus is to learn and participate. 

The money they invest comes from the $50 per month or $600 per year minimum that each member pays. Bob 

was educated in engineering and became interested in investing about 1980. After years of research, he developed 

his method for investing which the club has adopted. The technique that they use is select, research, evaluate, and 

determine when to buy and sell. The tools used in the selection process are stock scanners which help answer a list 

of fundamental questions. After selection the stocks are researched and evaluated subjectively. It is then deter-

mined when and if to buy. The projected sell time is set at the time of purchase. There were many questions from 

the audience and Bob invited any interested members to attend as a guest before joining. 

 

Door prizes: A one gigabyte flash drive was awarded to Andrea VanRekom and one to Joyce Morrow 

 

Adjournment: at 5pm 

 

Submitted by 

Harriette Weidner, Secretary 
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Pinnacle PCTV HD Ultimate Stick Review 
 

By  Bill James, APCUG Director; Editor & Webmaster, Computer Club of Oklahoma City  

www.ccokc.org    

bjames(at)apcug.net  

 

Obtained from APCUG with the author's permission for publication by APCUG member groups. 

 

Some computer products just have a ‗wow‘ factor on first sight; the Pinnacle PCTV HD Stick is one of those de-

vices. It is a TV tuner on a USB stick and not just any TV tuner but one that is capable of pulling down Standard 

Definition (SD) and High Definition (HD) content to your PC. On seeing the Pinnacle presentation on their PCTV 

HD Stick at the APCUG Convention in 2008, I have been itching to get my hands on one. I was imagining a new 

widescreen computer monitor coupled with this device as a means of having a really cheap HDTV. So I purchased a 

new widescreen monitor (22‖) and the PCTV HD Stick. The USB device comes in 3 flavors, PCTV HD ($69.99), 

PCTV HD Pro ($99.99) and the top of the line PCTV HD Ultimate ($129.99). There is also an internal card version 

($79.99).  All these devices are designed for Windows XP and are Vista Certified.  There is a separate device with 

similar features for Mac users ($129.99). I opted for the ‗Ultimate‘ model because of its onboard memory DVR and 

software.  More on that later, but the Ultimate is a plug and play that allows you to start watching and record SD and 

HDTV almost immediately.  

 

Packaging 

The packaging contains a mini remote control including batteries, a portable telescoping high-gain antenna, A/V 

adapter cable, A/V adaptor cable, a USB extender cable and the usual manuals and CDs. With the Ultimate model 

you also get a neat soft leatherette carrying pouch. 

 

Setting Up 

Setting up the PCTV Ultimate could not be easier. This model has all the software preinstalled including the Per-

sonal Video Recorder (PVR) that allows you to record up to 2 hours of video.  You just plug it in and follow the on-

screen instructions and start enjoying live TV within seconds. The on-board memory on the Ultimate can also be 

used to store additional files.  You run setup once, even if you use the device on a different PC, the settings and pref-

erence are stored on the device. 

 

You have 3 options in setting up the PCTV:  

 

1.  Antenna (for digital/analog TV reception);  

2.  Cable (analog TV reception);  

3.  Capture from Cable/Satellite Set-top Box.  

 

For this review we will be using Option 1 – Antenna (digital/analog TV reception). During setup, the PCTV will 

scan for SD and HD signals via the included antenna. The antenna is designed for digital and analog TV reception in 

regions with fair to good signal coverage.  When using the antenna, it should be fully extended in the upright posi-

tion as high as possible and near a window. The base of the antenna is magnetic so it should not be placed near a 

cathode ray tube monitor, television or similar equipment as the electromagnetic field of such devices might deterio-

rate the signal quality. Also be careful with the magnetic base around other objects that are sensitive to magnetic 

forces – i.e. PC hard drive. In my region I was able to download all the local SD and HD stations available within 

my region via the antenna. 

 

 
(Continued on page 6) 

http://www.ccokc.org/
mailto:bjames@apcug.net
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Software 

When you first install the PCTV HD Ultimate Stick, it checks whether all the required drivers and the .NET 2.0 

Framework are already on your computer and, if necessary, installs them.  After the initial startup, every time you 

start the program, a TV screen appears immediately on your desktop. The integrated memory on the PCTV HD Ulti-

mate Stick is divided into 2 different areas or drives.  

 

¶ A re-writable memory area (removable media area) with the TVCenter Pro program and available 

memory for recorded shows or other user data. The drive is labeled PCTV flash. 

 

¶ A read-only memory area (CD-ROM area) contains the drivers. This drive is labeled PCTV Start 

 

Also included in the package is Pinnacle Studio QuickStart that allows you to edit your recordings or home movies 

and transfer them to DVD, complete with custom menus and soundtracks. 

 

Controls 

The package comes with a full-featured remote control. Although small in size it does give complete control of the 

PCTV. If you elect to use Windows Media Center, the included remote will not work. You will have to purchase a 

compatible Windows Media Center remote that is available from Pinnacle. 

 

Display 

The first time Pinnacle TVCenter Pro is accessed, you will see the Player.  This screen can be full-screen or resized 

to suit. There are navigation icons that select settings, channels, TV or Radio and the program guide. 

 

FM Radio 

As sort of an added bonus, during setup PCTV stick also scans for available internet radio signals for play back on 

your PC. It categorizes them by genre rather than call letters. Unfortunately, the software does not provide any other 

information regarding the available stations or for the music that is being played. 

 

Picture Quality and Sound Quality 

The quality of picture and sound is dependent on your monitor and speakers. The PCTV HD stick is capable of pro-

viding digital sound, SD and HD quality picture that if is available within your region.  

 

Windows Media Center 

If you have a PC equipped with Microsoft Windows Vista Home Premium or Ultimate or Windows XP Media Cen-

ter Edition 2005 and you want to watch and record TV using the Windows Media Center application, then you will 

have to run TV setup in that application. I‘m running Windows Vista Ultimate on my PC and using the Windows 

Media Center software for my TV viewing and recording, but you can use either product. There is not a conflict be-

tween the included software and Windows Media Center. However, the Windows Media Center software overrides 

the included TVCenter Pro software for TV viewing and recording. The included remote does not work with Win-

dows Media Center; however you can select channels directly by keyboard input and/or by mouse when viewing TV 

via Windows Media Center. You can also opt to purchase a compatible Media Center Remote control that is avail-

able from Pinnacle for $29.99. Again, to get the PCTV HD stick to work with Windows Media Center is the matter 

of selecting the TV setup in Windows Media Center and following the onscreen instructions. Window Media Center 

will recognize the device and do its own scan and download a TV guide that is used to identify the channels and for 

time shifting. The time shifting feature allows you to record your favorite TV shows and play them back at a later 

time.  Windows Media Center does not support some of the onboard memory features of the PCTV HD Ultimate 

stick. 

 

(Continued from page 5) 

(Continued on page 7) 
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Conclusion 

I now have my cheap HDTV and so far I have not been disappointed.  The PCTV HD is pulling free off the air HD 

signals and displaying them on my monitor in full HD. The PCTV HD Ultimate Stick is a slick ultra-portable USB 

device that will allow you to watch and record SD and free HD TV.  The TV tuner and personal video recorder soft-

ware run directly from the Stick‘s on-board flash memory, so you can plug it into any PC and start watching and re-

cording TV in seconds – no installation required.  

It supports both analog (NTSC) and digital (ATSC) TV signals. The tuner hardware is also ready for ClearQAM 

(unencrypted digital cable).  

You can record up to 2 hours of TV directly to the stick for playback on any PC and save recordings to your hard 

drive in MPEG-1/2 or DivX formats or even direct-to-DVD.  

 

This article has been provided to APCUG by the author solely for publication by APCUG member groups. All other 

uses require the permission of the author (see e-mail address above). 

 

I'M ASKED... 

 
By Bill Funk, a member of the Arizona Association for Computer Information, inc. (ASCIi) 

www.asciigroup.org 

editor(at)asciigroup.org 

 

Obtained from APCUG with the author's permission for publication by APCUG member groups. 

I just bought a Digital SLR; with the prices as low as they are, I couldn't resist. 

Since I want to take photos of my grandchildren, and the built-in flash isn't as powerful as I need, I bought a new 

flash. It's the same brand as my camera, and is supposed to be all automatic. But, the photos aren't right. I thought 

the better flash would let me take photos inside, and freeze the movement of the grandkids, but the photos are as 

blurry as with the camera's flash. 

 

What's going on? 

 

You're right, the on-board flashes on most DSLRs aren't very bright. Buying the new flash is the right idea, but it 

doesn't work the way many people think it does. 

 

You're probably using the camera as a Point & Shoot: setting the camera to make the exposure decisions, and press-

ing the shutter button. There's nothing wrong with that, but doing things that way won't get your flash to work the 

way you want it to. 

 

Instead, you should use the Manual mode for exposure (check your camera's manual for how to enter the Manual 

mode). While you're looking at the manual, check to find the highest shutter speed you can use with the flash, too. 

 

Then, in Manual mode, set the shutter speed at, or maybe slightly below, that speed ( I use 1/125 sec on my camera; 

it's fast enough to freeze most action), then set the aperture (f/number) for the desired result as far as depth of field is 

concerned, and set the ISO as desired. Set the flash to auto (check the manual), and fire away. This way, the camera 

will use the settings you chose, ignoring the amount of light in the scene. The flash will check to see what the cam-

era is set to, and fire itself, checking the results as it fires to give the right amount of light to the scene. Neat, eh? 

 

The way you're doing it will make the flash act as a "fill" flash, meaning the camera's exposure system will use the 

existing light in the scene to set the exposure, and the flash will intelligently fire to fill in shadows, but not be the 

(Continued from page 6) 

(Continued on page 8) 
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major source of light in the scene. This is also the usual way the camera's on-board flash works, even though many 

cameras will set the shutter speed to take advantage of the flash's extra light to help freeze motion. The problem 

here, though, is that the on-board flash just isn't bright enough to light up a dark scene (such as a room) very well. 

 

One of the really neat things about digital photography is that, regardless of the actual type of the camera, experi-

mentation is cheap. In this case, once you get the basics of flash use down, you can experiment with different shutter 

speeds and aperture settings for different results. Also, off-camera flashes like yours will usually let you turn the 

flash head up and down, and side to side, for bounce flash. With bounce flash, you're bouncing the flash off the ceil-

ing or wall. This tends to spread the light from the flash out to reduce that sharp look that a straight-on flash gives, 

and it also reduces harsh shadows (as well as changing where the shadows are); more to experiment with! 

 

This brings up another question: if you have an older flash from your film days, can you use it with your new 

DSLR? The answer is a very firm: maybe. The problem is that most older, film-era flashes have a higher trigger 

voltage than what DSLRs can tolerate. In other words, using that old flash can cause some expensive damage to 

your DSLR. There are some devices that can be put between your older flash and your DSLR's flash shoe that will 

solve the problem. However, a new flash will also work much better with your new DSLR, and do things that old 

flash can't even dream of doing. 

 

This article has been provided to APCUG by the author solely for publication by APCUG member groups. All other 

uses require the permission of the author (see e-mail address above). 

 

Prepare for Hard Drive Recovery 
 

by Bob Hudak, Greater South Bay User Group Hardware SIG Leader (California) 

http://gsbug.apcug.org 

uags(at)aol.com 

 

Obtained from APCUG with the author's permission for publication by APCUG member groups. 

 

When you lose control of your computer due to a virus or some sort of malware, or your O.S. becomes corrupted for 

one reason or another, be ready to fix the problem. 

 

1. Start by setting up your hard drive with 2 partitions at least. Put all programs on ‗C:‘ & all Data on ‗D:‘ 

 

2. When hard drive is clean and all programs are loaded, it is time to make an image file of ‗C:.‘ Use Acronis True 

Image to do this or whatever program you like. Put it on ‗D:‘ drive in the root. Name it using date. Remember you 

do not have a backup till you have two copies in two different places. So now copy this image file to an external 

USB drive. The reason is if ‗‗C:‘ goes bad you can reformat it and start over without losing any data. If your com-

puter will not boot and you did not put all your data on another drive or partition, you will want to save your data 

before reinstalling your operating system. What can you do? 

 

 A. Open computer case and remove drive. Install drive as a slave drive in another computer. Now you can copy 

and paste your data or burn to a CD. This means opening two computers and moving the drive in and out and reset-

ting the jumpers. 

 

 B.  Hook up the drive you removed from your computer to a second computer using a USB adapter, like the one 

we have at the Hardware SIG, to another computer and copy and paste or burn the data you want to keep. 

(Continued from page 7) 

Continued on page 9) 

http://gsbug.apcug.org/
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 C.  Here is my first choice in a case like this. Use a Live Linux CD to boot up. Plug in a USB drive before boot-

ing. After booting, mount your ‗C:‘ drive and your USB drive. Copy your data from ‗C:‘ drive to the USB drive. 

With this option there is no case to open and drive to  

remove. 

 

3. Backup your data as necessary to a CD or another drive. Use a USB drive. This drive can also fail so putting 

backup on a CD or DVD is better way to go. Also, there is an on-line service at Carbinite.com that will automati-

cally back up your data. This service costs $50.00 a year for unlimited backups. How important is your data? 

 

Here are a few key folders to have on ‗D:‘‘ drive:  

 

Data — In this folder make sub folders for each application you use. Include one called Pictures. Under this folder 

have another sub folders for different events. Like: Christmas07, Vacation08, Dog, etc. 

 

D/L ð Use this folder for all your  downloads. Then you will always know where your down-loads are. Set it up so 

the last thing you downloaded is on top. 

 

E-Mail. If possible. You wanted your e-mail off the ‗C‘ drive 

 

My Stuff. Cut and paste from ‗My Documents‘ on ‗C‘ items that were sent there without asking you where to send. 

Documents that you want to keep. 

 

Using Acronis True Image 

 

Use Acronis True Image to backup to your USB drive. Make a full backup the first time.  

 

This is going to be pretty easy because all your data is in one folder on ‗D:‘ called DATA. If you want to backup 

your downloaded items, back up the ‗D/L‘‘ folder. E-Mail is not something I backup but you may want to. Once 

again it should all be in the ‗E-MAIL‘ folder.  

 

You already loaded the Acronis program and made a rescue CD that is bootable. Right?  

 

Now open your CD drive and insert the CD. Do not close the drive. Shut down your computer. Close the CD drive. 

Wait a minute and then reboot.  

 

If you have your BIOS set to boot from a CD first, you are good to go. If not you will need to enter into your setup 

screen at boot-up and change the boot order.  

 

After booting up with Acronis, follow the prompts to select what you want backed up. Practice this before you need 

to use it.  

 

Make notes on how to select each step. Acronis will not do anything until you give it the final OK. 

 

This article has been provided to APCUG by the author solely for publication by APCUG member groups. All other 

uses require the permission of the author (see e-mail address above). 

 
 

(Continued from page 8) 
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Protect Yourself against Identity Theft 
 

By Marjie Tucker, Editor, Mountain Computer User Group 

www.mcug.org 

mcug(at)dnet.net 

 

Obtained from APCUG with the author's permission for publication by APCUG member groups. 

 

We've had several programs and articles that mentioned Identity Theft, but I thought it might help us all to have one 

document with a checklist of symptoms and solutions for this horrific problem. Make certain that you're not a vic-

tim. 

 

What is Identity Theft? 

Identity theft is an act of impersonation. Someone gains the ability to use your personally identifying information to 

commit fraud or some other crime. The item stolen may be as simple as your name, address, phone number, or date 

of birth. Or, it can be an actual number or document such as your social security number, mother's maiden name, 

bank account information, credit card number, driver's license number, signature or passwords. The thieves may rent 

an apartment, open a new credit card, or open a cell phone account in your name. You may not even know about the 

theft until you review your credit report or are contacted by a debt collector. Some victims spend hundreds of dollars 

and many, many hours repairing damage to their good names and credit records. People have been denied mortgages 

and car loans, lost out on job opportunities, and even been arrested for crimes they didn't commit because of identity 

theft. 

 

How Do Thieves Steal an Identity? 

Basically identity thieves are looking for an opportunity to steal your social security number, credit card number, or 

other financial account information. They may use a variety of methods to get hold of your information including 

the following: 

 

Dumpster Diving - They actually go through trash bins and dumpsters looking for discarded credit card bills, 

bank statements, and items containing your social security number. Your best defense is to shred any trash 

that contains sensitive information. 

Skimming - Store clerks and restaurant workers can use a special device that records your credit card number 

while it is being processed. Always peruse your credit card bills carefully to look for unauthorized charges. 

If any are found, notify your credit card company immediately. 

Phishing - These attacks are sent to you as email messages, supposedly from your bank, the IRS, PayPal, or an-

other company that might have your information on file. They usually send you to a web page that looks le-

gitimate, but actually sends your username and password to a server owned by the thieves. Never respond to 

a website that has been emailed to you. If you think the email is legitimate, go directly to the company's 

website before you login. 

Changing your Address - Identity thieves can obtain your credit card and bank information by completing a 

change of address form at the post office. This way they are personally delivered your bank and credit card 

statements. If you stop receiving your mail go to the post office and make an inquiry. 

 

How Can You Protect Yourself? 

Always carefully review your credit card and bank statements for discrepancies. Immediate report any suspi-

cious activity. 

Order reports from the credit reporting bureaus at least once a year. Review them carefully for any entries that 

are not legitimate. 
(Continued on page 11 
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Shred credit card statements, bank statements, credit card offers, and any other papers that contain your per-

sonal information. 

Never throw away credit card receipts in a public place. Watch out for credit card receipts that may print out 

(particularly at gas stations) and be left for someone else to pick up. 

Do not respond to credit card or mortgage offers from unknown sources. 

Do not respond to emails asking you to go to a website address that is embedded into the email. Do not give 

your personal information over the phone unless you initiated the phone call. 

Do not carry your social security card with you. 

Do not post your personal information on a website. 

Change your passwords frequently and use a secure password. 

 

What Should You Do If Your Identity is Stolen? 

First file an Identity Theft police report. This will give you specific legal rights and automatic notification to the 

three major credit reporting agencies. These legal rights permanently block fraudulent information from being 

added to your credit report and prevent companies from collecting debts that resulted from identity theft. 

 

You should also file a report to the FTC ID Theft Division. You can find an online form at http://www.ftc.gov/bcp/

edu/microsites/idtheft  To ensure that the problem has been solved you should monitor your financial records for at 

least three months after you discover the crime and order credit reports on a quarterly basis for at least one year. 

The best way to fight ID Theft is to remain alert. Monitor your personal information and alert your family members 

of the importance of security. 

 

This article has been provided to APCUG by the author solely for publication by APCUG member groups. All 

other uses require the permission of the author (see e-mail address above). 

 

Rootkits - A continuing Security Problem 
 

by Brian K. Lewis, Ph.D., Member of the Sarasota Personal Computer Users Group, Inc., Florida 

www.spcug.org 

bwsail at yahoo.com 

 

Obtained from APCUG with the author's permission for publication by APCUG member groups. 

 

By now I suspect everyone reading this article is familiar with most malware: viruses, botnets, Trojans, etc. These 

are becoming less of a problem because of the efforts of the security companies to provide software solutions. 

More and more users are also becoming aware of the need to have some means of protecting their computer. As a 

result, hackers are turning to a more effective method of controlling your computer – rootkits. Although these have 

been around more than ten years, like other malware, their numbers seem to be increasing. 

 

Probably the most dangerous form of the rootkit is the "kernel mode Trojan". This is a program that inserts itself 

into the "kernel" of the operating system. The kernel is the central component of the operating system – its heart or 

brain to put it in more common terms. It manages the communication between the operating system, the hardware 

and the software applications. 

 

Most viruses operate as applications and can be readily found in memory or in the file system. Rootkits, however, 

can hide themselves in such a way that it is very difficult to find them. In order for a rootkit to alter the normal exe-

cution path of the operating system, one of the techniques it may employ is "hooking". In modern operating sys-

tems, there are many places to hook because the system was designed to be flexible, extendable, and backward 

(Continued from page 10) 

(Continued on page 12) 
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compatible. For example, a rootkit can "hook" itself into the Application Programming Interface (API) which allows 

it to intercept the system calls that other programs use to perform basic functions, like accessing files on the com-

puter‘s hard drive. If an application tries to list the contents of a directory containing one of the root kit‘s files, the 

rootkit will censor its filename from the list. It‘ll do the same thing with the system registry and the list of running 

processes. 

 

A rootkit is a collection of tools an intruder brings along to a victim computer after gaining initial access. A rootkit 

may contain network sniffers, log-cleaning scripts, key-loggers and trojaned replacements of core system utilities. 

Although the intruders still need to break into a victim system before they can install their rootkits, the ease-of-use 

and the amount of destruction they cause make rootkits a considerable threat. One main purpose of a rootkit is to 

allow the intruder to come back to the compromised system later and access it without being detected. A rootkit 

makes this very easy by installing a remote-access backdoor. A rootkit can also allow the intruder to use the com-

promised computer as part of a botnet (see Botnets, SPCUG Monitor, January, 2008). 

 

Another mechanism for hiding a rootkit is to add it to a system driver file. Windows XP and Vista store driver files 

in the System32/drivers folder. Many of these system files load early in the boot process. These files have boot or 

system flags in the registry and load before any of the malware-prevention software. That means they are very diffi-

cult to find. Although the file size for the driver will be increased, the rootkit may report the original file size to any 

query, not the infected file size. All of this means that once a rootkit has been installed and activated on your com-

puter, it is difficult to find by any of the usual malware prevention software. 

 

Rootkits do not require large software applications to carry out their function. We are accustomed to commercial 

applications that are many megabytes in size. Even the anti-virus software may be 40-50 megabytes in size. In 2003 

a rootkit was identified that required only 7 kilobytes for its cloaking routine and 27 kilobytes for maintaining the 

open backdoor. 

 

Anti-malware programs depend on two main means of identifying malware. One is the signature method and the 

other is heuristics. The signature method requires that the malware be identified and reverse engineered to determine 

a code sequence which can be used to identify the application in the wild. This code sequence is referred to as the 

signature and is used by the anti-virus database. This signature is then compared to code sequences in applications to 

determine if they are malware. This method is of no value when dealing with new or unreported malware. 

 

So the next option is heuristic signatures. Their primary advantage lies in their ability to identify new, previously 

unidentified malware. The heuristics technique assumes that malware will display certain characteristics or attrib-

utes. They also attempt to recognize deviations in "normal" system patterns or behaviors. Using these predicted pat-

terns, the anti-malware application will attempt to determine if the target application is malware. This has been a 

successful approach for identifying viruses, but it is less successful for active rootkits. 

 

The April 2008 Virus Bulletin (www.virusbtn.com) reported the results of testing a number of popular commercial 

A-V programs, Internet security suites, web-based scanners and specialized anti-rootkit tools. The testing involved 

30 known rootkits. The testing categories were detection of: (1) inactive rootkits; (2) active rootkits; and (3) mal-

ware hidden by rootkits. Then they tested removal of (1) inactive rootkits; (2) malware hidden by rootkits; and (3) 

active rootkits. The results were not encouraging. 

 

The seven Internet Security Suites used in the test were able to detect 95% of the inactive rootkits. (Remember, 

these were known samples that had already been identified and their signatures incorporated into the anti-malware 

applications.) These suites were also able to remove 95% of the inactive rootkits. However, when it came to active 

rootkits the story was very different. The Internet Security Suites detected only 65% of the active rootkits and were 

(Continued from page 11) 

(Continued on page 13) 
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able to remove only 48%. They also were able to remove only 48% of the hidden malware. All of the versions of the 

Internet Security Suites were the latest available at the time of the test. 

 

There were fourteen specialized anti-rootkit tools tested using the same thirty rootkits. They were not tested against 

the inactive rootkits, only the active rootkits and the hidden malware. Again, the results were anything but satisfy-

ing. These tools detected 83% of the active rootkits and 80% of the hidden malware. The anti-rootkit tools removed 

only 60% of the active rootkits and 67% of the hidden malware. 

 

The web-based scanners did a far poorer job of identification of the rootkits. They also were uniformly unsuccessful 

in removing rootkits. The detection rate was 53% and the removal was around 32%. 

 

In reviewing these tests it is obvious that successful detection and removal of rootkits depends on their being inacti-

vated. This can be done by running the computer in "SAFE" mode which does not allow the rootkit to load from the 

hard drive. However, it would be expected that if detection/removal tools were developed for this specific purpose, 

then rootkits would appear that would load in "SAFE" mode. Another alternative would be to develop rootkit scan-

ning software that would run from a CD. The computer would boot from the CD and the operating system for the 

scan would load from the CD. This should improve the detection and removal rates considerably. However, it then 

depends on the user running the CD application periodically to scan the entire computer. Considering how few users 

backup their hard drives on a regular basis, this CD system might be less than universally successful. 

 

Given the current difficulty of detecting and removing rootkits from your computer, what is a user to do for protec-

tion? The only answer to this is to prevent the rootkit from getting access to your computer. That means using every 

tool you have available to prevent the malware from gaining access to your system. Your firewall is the first line of 

defense, followed by your anti-virus, then your anti-spyware. Also, when you are surfing the web, make sure you 

aren‘t your own worst enemy. Be careful and check out links before you click on them. It just like getting spam in 

your e-mail. Check where the link will take you before you click on it. Social engineering techniques are also used 

to propagate everything from viruses to rootkits. These are techniques that encourage the user to take some action 

which allows the malware to be downloaded and installed on the users computer. A very interesting analysis on 

these techniques is contained in this article from the University of Cambridge (U.K.); http://www.cl.cam.ac.uk/

techreports/UCAM-CL-TR-666.pdf. Although this is written specifically about virus propagation, similar techniques 

are used to gain entry for rootkits. This paper illustrates many of the "carrot & stick" methods used by malware to 

gain access to computer systems. Microsoft has also published a paper detailing many of the common methods used 

to trick users into installing malware. These can be found in the paper "Behavioral Modeling of Social Engineering-

Based Malicious Software" on the Microsoft web site. 

 

So to all of you reading this paper, I would suggest that "caution is the watchword" when it comes to using your 

computer. I‘m afraid that the situation will only get worse when it comes to new forms of malware.  

 

Update Note: In my article on iFrame attacks (SPCUG Monitor, May 2008), I listed a number of portals that had 

been affected by iFrame attacks. One of these was the eHawaii.gov portal. I have received information from the site 

manager that the problem has been corrected (removal of the iFrame) and actually only affected one page on their 

site. Thanks to Russell Castagnaro for correcting this problem and notifying me. 

 

Dr. Lewis is a former university and medical school professor of physiology. He has been working with personal 

computers for over thirty years, developing software and assembling systems. 

 

This article has been provided to APCUG by the author solely for publication by APCUG member groups. All other 

uses require the permission of the author (see e-mail address above). 

 

(Continued from page 12) 
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System Mechanic 8 ï A PC ñSwiss Army Knifeò 
 

By Ira Wilsker; APCUG Director, Columnist, The Examiner, Beaumont, TX, Radio and TV Show Host 

Iwilsker(at)apcug.net 

 

Obtained from APCUG with the author's permission for publication by APCUG member groups. 

 

WEBSITE: 

http://www.iolo.com 

http://www.iolo.com/downloads.aspx   - FREE TRIAL SOFTWARE 

 

Frequent readers of this column will be well aware that there are many computer utilities in cyberspace that can im-

prove the performance of our PCs. As we use our computers, the registry becomes cluttered and inefficient; useless 

files consume valuable real estate on our hard drives; and other maladies caused by the software on our computers 

deprive us of the performance we paid for and deserve. While I admittedly use several different utilities to maintain 

peak operating efficiency of my computers, if I had to choose only a single utility for computer maintenance, it 

would be Iolo‘s System Mechanic (www.iolo.com). I have used System Mechanic for many years in its earlier ver-

sions, but now Iolo has released the latest iteration, System Mechanic version 8. 

 

Simply, System Mechanic 8 is arguably the most comprehensive PC maintenance utility available, with over 40 dis-

tinct performance and security tools included, giving it ―Swiss Army Knife‖ features. According to published sales 

figures, System Mechanic is the #1 best selling PC tune-up software on the market, and has won awards for excel-

lence from dozens of computer publications, including Cnet‘s Editors‘ Choice, Windows Magazine, PC Computing, 

ZDNet Editors‘ Pick, Computer Shopper‘s Top 100, Computerworld, and many others. 

 

Rhetorically, why would I choose System Mechanic 8 over all of its competitors? Because of what it does, its 

power, versatility, and features; that is why. Compared to its major competitors, none of them offer the feature rich 

set of functions that System Mechanic offers. According to Iolo, ―Over 98% of PC problems are caused by clutter 

and faulty settings that are the result of everyday PC use.‖ System Mechanic 8 can repair or otherwise remedy virtu-

ally all of these problems. Many of a PC's problems can be traced to problems and errors in the registry, a large data 

file that contains information on the hardware and software installed on the computer. The registry is almost con-

stantly written to, and read, often leaving obsolete data in the registry. This obsolete, and eventually erroneous data 

left in the registry consumes some system resources, and can promote errors and other problems as faulty data is 

read and processed. The registry must be periodically purged of useless data, defragmented and compacted in order 

to contribute to better PC performance, a function that System Mechanic 8 excels at. 

 

Our computers are constantly reading from and writing to the hard drive, and that drive often becomes cluttered, 

fragmented, and may also have some errors in the data stored on it. While almost all flavors of Windows have some 

type of ―defrag‖ and ―chkdsk‖ software to defragment the hard drive, and check it for errors, the Windows integral 

versions of those utilities are very basic and lack the power to do a truly thorough job, as System Mechanic will do.  

Clutter and useless files consume a lot of the storage space on our hard drives; System Mechanic 8 can identify and 

remove that clutter, freeing up that hard drive space, making for a more efficient hard drive. 

 

Sometimes, and it will likely happen eventually to each PC user, the computer will not properly boot. For that par-

ticular eventuality, System Mechanic 8 will allow the user to create a bootable emergency CD that may be able to 

revive ―crashed‖ systems. Another irritant that many of us suffer through on a regular basis is the boringly slow boot 

process itself, where we wait and wait for our computer to become usable. System Mechanic 8 claims to have 19 

different ways that it can speed the boot process by making it more logical and efficient. Another way that we are 
(Continued on page 15) 
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losing performance that we are paying for is by having improper internet settings. Many of these settings are mun-

dane and not readily accessible to the typical user. By modifying these settings to their ideal point, internet through-

put can be improved, in some cases tripled. System Mechanic 8 will analyze our internet connection, and make any 

changes necessary to maximize performance. 

 

PC security is a major issue that all of us must deal with on a constant basis. System Mechanic 8 contributes to sys-

tem security by fixing settings that would otherwise allow an intruder to access the computer, making cyber attacks 

that more difficult. Sometimes we have files that we want to securely delete, being well aware that normally deleted 

files are easy to recover, which may create another security problem. This utility offers the user a military grade 

wiping function that can securely delete unwanted data. 

 

System Mechanic 8 retails for $49.95 for a one-year license, and can be used on up to three computers; discounts are 

available online (www.iolo.com) for longer licenses. 

 

For those who want an even more feature rich product, Iolo offers System Mechanic Professional, version 8 ($69.95 

for 3 computers). This Professional version is an integrated bundle which includes most of Iolo‘s other popular 

products. The bundle includes Iolo‘s antivirus software, renowned for its hourly updates; and its Personal Firewall to 

protect from intruders and malicious software. Another program included with the Professional bundle is another 

personal favorite of mine, Iolo‘s Search and Recover. This program can recover files that were deleted, including 

photos, videos, documents, email, music, and other data that may have otherwise been lost. Search and Recover can 

undelete files from hard drives, digital cameras, memory cards, and almost all other digital media.  

 

Professional also includes DriveScrubber, a utility that can securely erase data from hard drives. This is necessary 

when donating a computer, selling it, or recycling it. Without securely deleting our personal data, others can access 

it and use it for a variety of purposes, including identity theft. DriveScrubber overwrites the data using methods that 

meet strict government and military standards, ensuring the destruction of that data, without harm to the drive itself.  

 

Iolo has a winner in System Mechanic 8. For those who like to try software before they purchase it, Iolo offers a 

free, 30 day, fully functional trial version of each of its products at www.iolo.com/downloads.aspx. If you try the 

software, you will probably like it as much as I do, and find it indispensable. 

 

This article has been provided to APCUG by the author solely for publication by APCUG member groups. All other 

uses require the permission of the author (see e-mail address above). 

 

Smart Computing Tips & Fun Facts  
Safe Browsing 

Most users could enhance their online security by doing the following: 

1. Install and configure a firewall. 

2. Turn off unnecessary networking software. 

3. Download and install Windows updates on a regular basis. 

4. Secure your Web browser by adjusting controls in its "security zone." Most users could enhance their online secu-

rity by doing the following: 

 1. Install and configure a firewall. 

 2. Turn off unnecessary networking software. 

 3. Download and install Windows updates on a regular basis. 

 4. Secure your Web browser by adjusting controls in its "security zone."  

 
"Reprinted with permission from Smart Computing. Visit www.SmartComputing.com Groups to learn what Smart Com-

puting can do for you and your user group!"  

(Continued from page 14) 



PLATEAU PC USERS GROUP, INC.  

APPLICATION FOR MEMBERSHIP  

Return this application, with check for annual dues ($25 family, $20 individual, $10 student membership) payable to 
"PLATEAU PC USERS GROUP." Return to the club Treasurer during our meeting or mail to PPCUG Treasurer. P.O. 

Box 3787, Crossville, TN 38557. 

________________________      

Date                                                     

________________________    ____________________     ________________________________________________ 

Last Name                                   First Name                                 Family Members (if family membership) 

_________________________________________________   _________   _____________________________________________ 
Address: City                                                           State      Zip Code     Phone Number 
_________________________________________ 
E-Mail address 

l have used PCs since (year):                I have belonged to a Computer Club before. Yes                No 

I have knowledge in the following areas and would be willing to share my knowledge with club members: 

______________________________________________________________________________________________________________ 

January 2009  

Sun  Mon  Tue  Wed  Thu  Fri  Sat  

    1 2  1 pm 

Photography 

Club Mtg 

3 

4 5 6 7 8 9 10 

11 12 13 14  2  pm 
Board Mtg 

15  16 17  10 am 

Investment SIG 

18 19  3  pm 

Q & A Session 

Followed by 

General Mtg 

20 21 22 23 24 

25 26 27 28 29 30 31 


