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“Cloud” Storage

WHEN MUSIC WASN'T
"IN THE CLOUD"
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Why Do | Need [t?
Files too big for E-Mail

E-Mail blocks certain File types
| want access on different devices
| want to Collaborate with others

Backup my files?



Predecessor/Alternative Methods

1 Company Server/VPN/Secure login
J Send a Disk, thumb drive

. Dedicated File Sharing services

Dropbox
Box
FileCloud

Citrix ShareFile
Egnyte

pCloud
SugarSync

1 And many, many more




The Big Three

@ b

OneDrive Google Drive

b.

ICloud Drive




Why do they all have the word “Drive”
in their names?

Most cloud storage services try to emulate a
network or removable disk drive but the
underlying mechanisms are quite different.

File Explorer View Internet Browser View
7 Quick access My files
e ‘ COnelrive (% Name T v Modified File size v Sharing
Documents & Christ Lutheran Church 10/17/2023 544 MB 8 Shared
IMA contractor ___ Documen ts 9/21/2022 Private
Pictures . ,
182 Personal Vault 9/21/2022 Private
PPCUG
_ Pictures 9/21/2022 Private
v [ This PC & PPCUG 11/6/2022 84.4 MB &5 Shared
@ Getting started with OneDrive.pdf 9/21/2022 1.10 MB Private

Copy, paste, delete or drag-and-drop files like local hard drive or removable storage




Cloud Storage Comparison (Feb 2024)

Microsoft One Drive

Google Drive . AppleiCloud Dropbox Amazon Drive*
& aka "Microsoft 365" PP P
Free storage 15GB 5GB 5GB 2GB 5GB
100GB for $2/month, 6TB $10/month,
$20/year $100/year 50GB for $1/month 2TB for $10/month  100GB for $2/month
200GE 53/month, 1TB $7 month, $70/year 50GB for $1/month 2TB for $17/month 1TB for $7/month
. $30/year
Paid plans
2TB for $10/month 50GB for $1/month, )
$100/year $10/year 200GB for $3/month.3TB for $17/month  2TB for $12/month;
2TB for $10/month plans go up to 30TB
Supported Aerrmd, |OS,.MacOS, PC, Mac, Android and iOS  iOS and MacOS PC, Android and iOS. Desktop, IO.S and
oS Linux and Windows Android

* Transitioning to Amazon Photos only soon.

Il The best choice for you will likely be based on what devices and services you use !!!

Other limitations may apply.



Modes of Use

= Manual — use like basic thumb drive
=  Manually triggered batch backup

= Edit files online (in-place)

=  Auto Sync/ Cloud is master

= Auto Sync/ primary device is master

= Full-time everything A

These are not actual settings, just perspectives on
the way you use it.




Microsoft OneDrive F~N
Access as website aka “Online View” OneDrive

https://onedrive.live.com/

Login one time from any browser then access like any other web site. This is also
the method used when sharing a link to a shared folder with others. Works on
mobile device too.

Install and run App for your mobile devices

https://apps.microsoft.com/store/detail/9WZDNCRFJ1P3?hl=en-us&gl=US
A little bit cleaner to use with mobile device and manage synchronization options.

Windows 10/11/12

Microsoft sneakily installed this on your older PC and now is the default way of
using MS Office apps under the guise of “Microsoft 365”. The home page looks
a little different but it is really just the same stuff!

O

ﬁ Microsoft 365 toolbaricon | find it utterly useless!



https://onedrive.live.com/
https://apps.microsoft.com/store/detail/9WZDNCRFJ1P3?hl=en-us&gl=US

Microsoft OneDrive Zy
- OneDrive
Initial Setup

If using an App (not web browser) to access OneDrive,
you will be lead to create a local folder on your PC.
This folder will be synchronized to the Cloud Server
folder for your account

Your OneDrnive folder is here

CAllsers\UsernameyUneDnve

Groresd «

The same association occurs when using the mobile device
@ App but the level of control you have is more limited.

Be careful what you ask for




Microsoft OneDrive &
- OneDrive
Initial Setup

OneDrive links a local folder on your PC to the
Cloud Server folder for your account

& Microsoft OneDrive X

Back up folders on this PC

Files will be backed up, protected, and available anywhere in OneDrive - Personal, even
if you lose this device.
L or out fol

S o By default, MicroSoft wants
- © to steal your desktop!
= = \

Please turn this off!

¢€, — Don’tdoiit!

The same association occurs when using the mobile device
App but the level of control you have is more limited.




Onf,%rive Microsoft 365 / OneDrive

You Are in the Cloud! ¥ Microsoft 365

You now have established links between one or
more computers and mobile devices. You are
now also part of the “Windows 365” megalith.

If you double-click a document in m . m

online view, it will try to use
the online version to edit it. If
in local view, it will try to use
the locally installed version (if
available).

O




Microsoft OneDrive Zy
: OneDrive
Sharing a folder

Click on [#? and choose 1 of 2 ways to share:

Send link
=13 sse @ g X
© = ppcuG ® PPCUG
\ Anyone with the link can edit »

'To: Name, group, or email Vs

< Sharing settings O X
PPCUG
Message...

Share the link with

Anyone
Sh

are with anyone, doesn't require sign-in : m

Specific people ® O

2) Anyone with the link can edit > ‘ Copy ‘

MM/DD/YYYY

g Set password

Options include “view only”, expiration
date and password.




Microsoft OneDrive Zy
. OneDrive
Sharing a folder

Or ... create a QR code: .

Scan QR Code

My files > PPCUG > Presentations > 2024-03 Presentation &

H unu=:-|:.: E=.Q:E=.=::-:.:i:..= b
D  Namet v Modified - T LA AR
- .'.='=" .: 7o bbbl :: ':'=' '.. L]
Back Alt+Left Arrow T e T waa Ta"8 42 2 8
y I e st et
& “temp Forward Alt=Right Arrow e, L, 0 o e G
Reloac iR i W X
“iCloud Bac Save as Sl

“Manage
D g @te OF Cade B
1B64CA4CEBEA05%21611 Bcid=24 D1 Be4CA4CBE405

0] Copy Download

Right Click, click Create QR Code for this page, click Copy
button. You can now paste into an e-mail or document.

O



Microsoft OneDrive Za
OneDrive
Access Management

Click on ... select Manage access

My files Manage Access X
T PPCUG
i & Share
0 Name T v Modified ~ f
People - 19 Groups / family Links » 2
) & Share -
& Christ Lutheran Church
& Manage access ) Q. search displayed names
Documents
@ Delete @ George Sengstock Owner
Personal Vault
S e Move to )
) © i 2 can s
Pictures (L) Copy to
{ Download @ Unknown name @ & Can edit
@ = ppcuG
ED Rename
@ . d with ive.pdf @ Randy Knowles & Can edit
Getting started with OneDrive.p @ Create album from folder
€} Details @ Mary Jane Buxton Z Can edit

@ Richard Del Frate & Can edit




Microsoft OneDrive &
Settings OneDrive

Use the Right+Click optionsin Windows File
Explorer to manage the OneDrive behavior

Opens in Web Browser

7

///7 | prefer to disable all, never use.

Manage Onelrive backup

Settings

Always keep on this device 9 See neXt page'

[ This PC ree up space \
\ See next 2 pages.
w b Metwork

Activate/Deactivate “On Demand” mode.

To keep life simple, it is better to manually manage as much
as possible. Backup of any OneDrive files should be done as
part of your overall backup strategy!




Microsoft OneDrive (%_
Account Settings —

@ OneDrive Settings

3 Syncand backup ACCOU nt
Q
I < Account George Sengstock Of d b . |
[s) geologic@sbcglobal.net ,@ upliousvalue
[ MNotifications = T A
Unlink this PC Privacy Settings
(G} About

Exclude certain folders.
Choose folders .
Folders you choose will be available on this PC. Choose folders @ Bette r tO SI m p |y be
organized in the first place!

Personal Vault
For security, your Persanal Vault automatically locks when you're not actively using it.

Lock Personal Vault after: 20 Minutes  ~ @ OK, Why not?

To keep life simple, it is better to manually manage as much
as possible. Backup of any OneDrive files should be done as

part of your overall backup strategy!

O



Microsoft OneDrive Gy
. . OneDrive
Synchronization Settings

& OneDrive Settings —

| & Syncand backup Sync and backup
&  Account
Back up important PC felders to OneDrive
(1 Notifications Back up your Desktop, Documents, and Pictures folders to OneDrive, M back e
so they're protected and available on other devices, anage backup N O p e
@ About Learn more

Save photos and videos from devices . U S efu I fo r

. . ‘e
Save photos and videos to OneDrive when | connect a camera, phone, or Off '\_. J

any other device to my PC. SO m e fo I kS

Important Info!

Save screenshots | capture to OneDrive Off ':. '

If you like clutter and chaos

Preferences

Pause syncing when this device is in battery saver mode off (@ )
Storage

NG GE used of 5 GB (12%)

Pause syncing when this device is on a metered network Cn m



Microsoft OneDrive Za
uOn Demand Moden OneDrive

& OneDrive - Personal
@ Your files are synced

Online files save you space!

o * o~

Files On-Demand frees up space on your computer by

turning the Cnelrive files and folders that you select
inte online files. If you need to access important files
when you're offling, right-click them and choose
"Always keep on this device.”

-mp4YL.  Pastor)oeNilsenMemorial. mp4
Av allal::lem Pastor Joe Milsen

-Mp4YL.  Pastor)oeNilsenMemorial.mp4
Dn:wnln:acl&n:l to Pastor Joe Milsen

i3
A relatively new feature meant to save

space on your device by deleting the
local copy of a file after it has not been
used for a while, especially large ones
like videos.

Use this option on mobile devices and
disable for your primary computer.

On your primary computer be sure to
select the “Always Keep on this Device”
option!



Beware!
These two “OneDrives” are not the same

« onedrive lve com
D M- facepock Of Lededn G Sooge B

iii  OneDrive My files

+ Add new ) Name 't v

2 Chnst Lutheran Church

— Web Browser access to cloud
server. What you see is stored on the
server.

George Sengstock

) My files Documents

o s - Local OneDrive folder, default is

Personal Vault

C:\Users\username\OneDrive
Appears like 3/Drive in file Explorer

Browse files by a | |/ = | OneDrive

wow  Oetting started with OneDrive pdf
o File Hame Share View,
< People

Al ©
C
o

@ ®

x 'ﬂ__h Mew item = \il

In this case, synchronization was ntoouc copy paste PP Mo cony petete Rename New Deacces = | et
turned off 2 years ago and what Ciipbosrd Organize New or
was left behind is at the right. < “ A
Running out of storage on any S Quick access ame
synched device can also break it. v @ OneDrive e

e

O

- Pictures 7| Getting started with OneDrive.pdf

Screenshots



Google Drive

Access as website
https://drive.google.com/drive/my-drive

Login one time from any browser then access like any other web site. This is
also the method used when sharing a link to a shared folder with
others. Works on mobile device too. Click this to see all the GoogleApas

Google Drive

App for your mobile devices

Install from Google Play

@
@

Maps

A little bit confusing. Account  Search
| o b &
WI n d OWS - I\/I a C YouTube Play News
Kind of like Microsoft 365 but better; Files are shown W, CH -
and handled like any other drive! Gmai Meet Chat

https://dl.google.com/drive-file-stream /GoogleDriveSetup.exe

s & B
Contacts Drive Calendar
& R



https://drive.google.com/drive/my-drive
http://Inhttps:/apps.microsoft.com/store/detail/9WZDNCRFJ1P3?hl=en-us&gl=US
https://dl.google.com/drive-file-stream/GoogleDriveSetup.exe

@
=

Home

My Drive

» @ Shared Project

-L0

D206 %ok

Computers

Shared with me
Recent

Starred

Spam
Trash

Storage

bytes of 15 GB used

Get Drive for desktop

(: Download :}

Google Drive
Access as website

Google Drive

Q, Search in Drive 3=
. — ™y
; My Drive ~ vE| 8 ) 0

Type =~ | | People ~ | | Modified -

Name Last modified = $
BB sShared Project 1:51PM
Bl Getting started Aug 17, 2017

9 MNew folder

Right+Click --->
File upload

- B Folder upload

> Download and run GoogleDriveSetup.exe



Google Drive: Web View
Share a Folder with Others

Google Drive

When viewing in Browser, Right+Click, Share, Copy link.

. - ™
My Drive ~ v=| 8 ) 0O
X 1selected 2+ 4 B W o

Name Last modified v

B sharedPr 3:01PM

«» Open with 3
M@ PpPcuGB May 29, 2022
- 3, Download
BB Gettingsi 2 Rename Aug 17, 2017

E rgarmee @Up}' link >
4

() Folder information

W Move to trash



Google Drive
Access as Desktop Apps

Google Drive
& When the App is running in the background,
. HI o Google drive now appears like any other
JOgIe Lirne
removable storage.
~ Devices and drives (3)
PPCUG (C:) :
1 | OVD Drive (D:)
Google Docs . .
sa0gie Lot Wy 549 GB free of 296 GB \g
‘ Google Drive (G:)
14.9 GB free of 15.0 GB
fJ
> This PC » Google Drive (G:) » My Drive w | ) Search
+ N MName B Date modified Type
G:) * Shared Project 3/10/2024 1:51 PM File folder
Getting started. pdf 81772017 2:45 PM Adobe Acrobat D...
Aaly Mew Microsoft Word Document.docx 31072024 2:31 PM Microsoft Ward D...
PPCUG Board Election.docx 5/29/2022 4:23 PM Microsoft Word D...

Google Slides




Google Drive: App View
Share a Folder and More

Google Drive

In this mode of access, several Right+Click options are available.

Open online using default Browser

Mame Open

Open in new window

Shared Proje | | Share to anyone via a link
_ Pin to Cuick access
Getting star
@ New Micros & Openwith Google Drive/  gh5ra with other users on this

05 PPCUG Boa & Copy link to clipboar computer or create a managed
L. Share with Google Drive link

L. Add shortcut to Drive
L. Offline access

\

~  Awvailable offline

Create shortcut on local computer

Enable/disable automatic
==»synchronization

O

Online only



Google Drive ‘
Online (Browser) View vs. App View |
Google Drive
When editing files (double click) online using a
Browser, the file will be opened in the most
appropriate Google online Application or one can
Download it and use a local application to edit it.

When running the Google Drive app in the
background and viewing MyDrive, double clicking
will use the local application like any other local file.




iCloud Drive ‘;

| tried to login to my iCloud account | created a

year ago and | ultimately get "iCloud Account
Inactive". | cannot create a new one since |
want to use the same e-mail.

iICloud is more about synchronizing all
vour photos, user preferences, e-mail, calendar
and contacts across all your Apple devices. Less

emphasis is placed on raw file storage but it can
be used similar to the other services.

Thank You to Bob Willis who has given us some
insight into iClould.



iCloud Drive ‘

Access as website iCloud

https://www.icloud.com/

Login one time from any browser then access like any other web site. This is
also the method used when sharing a link to a shared folder with
others. Works on mobile device too.

Built in on Mac, iPhone and iPad

Because it is integral to Apple platforms, use is more transparent than the other
services. You may not realize you've already been using it

Windows 10/11/12

As a PC user you will be generally accessing iCloud as a Web site. However,
there is an "iCloud for Windows" which | am unable to test for myself at this

time.



https://www.icloud.com/

iCloud Drive .

Share a Folder
iCloud

Some users get the impression that iCloud is just for sharing
photos. Any Folder or Files can be shared similar to the other

™ ot e 1 TR

Se rVICeS Share Options , ““

People you invite can make changes and
add others.

¢ Back  Share Options

Articles

WSS Folder - 62 KB

WHO CAN ACCESS

Only people you invite v
. ’ (_) ‘ Anyone with the link
Cely Vict
PERMISSION
O ' o 8 Can make changes v
AirDrop OrgaruDoc Messages View CII'I|}.I"
Copy ® Anyone can addpeople @ )

Share FolderiniCloud &%)

Copy to FileBrowser Pro @ I Manage Shared Folder ~ 8)




|ICloud Backups: Mobile Devices .

ICloud

View and manage iCloud backups on your iPhone, iPad,
or iPod touch

1. On your iPhone, iPad, or iPod touch, go to Settings > [your name] > iCloud.

2. Do one of the following:
« [0S 16, iPad0S5 16, or later: Tap iCloud Backup.

« [0S 15, iPad0S5 15, or earlier: Tap Manage Storage, then tap Backups.
You see the devices with iCloud Backup turned on.

3. To delete a backup, tap the name of a device, then tap Turn Off and Delete from iCloud (or Delete &
Turn Off Backup).



|ICloud Backups: Mac .

ICloud

View and manage iCloud backups on your Mac

1. On your Mac, do one of the following:

« macOs 13 or later: Choose Apple menu & > System Settings, click [your name] at the top of the
sidebar, then click iCloud.
« macOSs 12 or earlier: Choose Apple menu @& > System Preferences, click Apple 1D, then click iCloud.
2. Click Manage, then click Backups. A list of devices that have iCloud Backup turned on is shown.

3. To delete a backup, select a device, then click Delete or —.



ICloud: Mac Settings

General Settings

iCloud Drive
Keep your files In sync with iCloud, Access and share them on all your
devices and on iCloud.com, Learn more...

Sync this Mac c

‘; Desktop & Documents Folders O
Keap your Desktop & Documents Folders in sync with
iCloud and access them from other devices and
iCloud.com,
Learn more...

Apps syncing to iCloud Drive
macOS apps that store documents and data in iCloud will 19
appear here,

ICloud

Synchronization Settings

Apps syncing to iCloud Drive
macQS apps that store documaents and data in iCloud will appear here

@ AdBlock Pro
E" Automator
D Books
Dropbox

©0 HP Smart
w iMovie

) mail

v v ¥ ¥

AAAAAANA



Synchronization between different Clouds?

Manually drag-and-drop between them!

MultCloud is a multiple cloud storage manager,
aiming to make it easier to manage different
cloud services. With this tool, you can upload
files to OneDrive, download a file from
Dropbox, share a Google Drive folder, and sync
files between clouds.




Beware!
What happens when two people edit a
file at the same time?

Office 365 and Google Docs allows multiple
users to edit the same document
simultaneously. All users must be using the
cloud copy of the file. If a user edits a local
copy in a synchronized folder then this
version will overwrite all others after
synchronization takes place which may not
9e immediate.




Are We There Yet?




The Pitfalls: Integrity?

We have no idea where these files are
stored, could even be a foreign
country. What happens to your files when
the company goes bankrupt ... or worse?

These services always boast how “secure”
they are then mention SSL, encryption, etc. If
you are a celebrity don’t use these services or
social media. No one will profit from my
childhood photos so | really don’t care.




Security?

There are no hackersin a van trying to steal your
data. The hackers are in cubicles at the
company hosting the cloud service!

These people are a threat This guy, not so much

To see the biggest threat to your security,
look in the mirror!




The Bottom Line

(from the author’s perspective)

**Anything you store in the cloud can be
considered “exposed” and you do not control
the integrity of these files.

**Be aware of where files are actually stored and
what synchronization options may be active.

**Used in a managed and intentional way, cloud
storage can be a useful tool especially
for collaborating with others.




Bibliography / Links

Introductionand comparing the big three:

https://www.multcloud.com/tutorials/icloud-vs-onedrive-vs-google-drive.html

https://www.cnet.com/tech/services-and-software/best-cloud-storage-software-options/

https://www.softwareadvice.com/cloud-storage/google-one-profile/vs/icloud/

Synchronization and sharing:
https://www.multcloud.com/tutorials/sync-icloud-drive-with-onedrive-1207.html

https://www.pcmag.com/how-to/common-problems-with-microsoft-onedrive-how-to-fix-
them

https://www.multcloud.com/tutorials/multiple-onedrive-accounts-windows-10-4348.html

https://support.apple.com/guide/icloud/share-files-and-folders-mm708256356b/icloud



https://www.multcloud.com/tutorials/icloud-vs-onedrive-vs-google-drive.html
https://www.cnet.com/tech/services-and-software/best-cloud-storage-software-options/
https://www.softwareadvice.com/cloud-storage/google-one-profile/vs/icloud/
https://www.multcloud.com/tutorials/sync-icloud-drive-with-onedrive-1207.html
https://www.pcmag.com/how-to/common-problems-with-microsoft-onedrive-how-to-fix-them
https://www.pcmag.com/how-to/common-problems-with-microsoft-onedrive-how-to-fix-them
https://www.multcloud.com/tutorials/multiple-onedrive-accounts-windows-10-4348.html
https://support.apple.com/guide/icloud/share-files-and-folders-mm708256356b/icloud
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